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OITPEJAEJIEHUA

B mHacrosmeM IOKyMEHTE WCIHOJIB3YIOTCS CIEAYIOIIME TEPMUHBI U UX
OIIPEICIICHMUS.

ABTOMATH3MPOBAHHAsI CMCTEMAa — CHCTEMa, COCTOSIIAsl M3 MEpPCOHANIA U
KOMIUIEKCAa CPEACTB  aBTOMATU3allMM  €ro  JEATEIbHOCTH, PEAIU3YIOLIas
UH(POPMAIIMOHHYIO TEXHOJIOTHIO BBHITIOJHEHUS YCTAHOBICHHBIX (DYHKIIUH.

AyTeHTH(PUKANUsA OTHPABMTENA JAHHBIX — IOATBEP)KIECHUE TOTO, YTO
OTIPABUTEIb MTOTYUYECHHBIX JAHHBIX COOTBETCTBYET 3asIBJIEHHOMY.

be3onacHOCTh NMEPCOHAJNBHBIX JAHHBIX — COCTOSHHME 3allUIIEHHOCTH
NEPCOHAJBHBIX JAHHBIX, XapaKTEPU3YEMOE CIIOCOOHOCTBIO  IOJIB30BATENECH,
TEXHUYECKUX  CPeICTB M  MHGOPMALMOHHBIX  TEXHOJOTMH  OOecHeuuThb
KOH(HUAECHIUAIBHOCTb, LEIOCTHOCTh U JOCTYIHOCTh NEPCOHAIBHBIX JaHHBIX IPU
ux 00paboTKe B MHPOPMALIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JaHHBIX.

Buomerpuyeckne mnepcoHadbHbIE JaHHBIE — CBEICHHsA, KOTOpPBIE
XapaKkTepU3yT PU3NO0IOTHYECKNE OCOOEHHOCTH YeJIOBEKa U Ha OCHOBE KOTOPBIX
MOKHO YCTAHOBHUTb €r0 JIMYHOCTb, BKJIOYass (oTorpaduu, OTHEUaTKHU MaJbIEB,
o0pa3 ceTyaTKM TIJa3a, OCOOCHHOCTH CTPOCHHSA Tejda M JAPYryl MOJ0OHYIO
uH(OpMAITHIO.

BiokupoBanue nepCcoOHAJBHBIX [JAHHBIX — BPEMEHHOE MPEKpAILECHUE
00pabOTKN MEePCOHANBHBIX JAHHBIX (32 MCKIOYEHUEM CIIy4aeB, €CIM 00paboTKa
HeoOXoauMa JIJIsl YTOYHEHUS! IEPCOHAIBHBIX JaHHBIX).

Bupyc (KOMIbIOTEPHBbIH, IPOrPAMMHBbIN) — HUCIOJHAEMBIN IPOTPAMMHBIN
KOJT WJIM WHTEPHPETHUPyEeMbId Ha0Op MHCTPYKIHMH, OOJafaromuid CBOMCTBAMU
HECAHKIIMOHUPOBAHHOTO PACHPOCTPAHEHUs U caMOBOcnpou3BeacHUs. Co3/1aHHbIE
OyOnMKaThl KOMIBIOTEPHOIO BHpYCa HE BCErJa COBMAJAIOT C OPUTHMHAJIOM, HO

COXPaHSIOT CIIOCOOHOCTD K NanbHEeUIeMy pacpoCTPaHEHUIO u
CaMOBOCTIPOM3BEICHUIO.
Bpenonocnasi mporpamMa — TporpaMma, MpeJHa3HAYeHHas IS

OCYILIECTBJIICHUS HECAHKIIMOHUPOBAHHOIO JOCTyna H (WiIM) BO3JACHUCTBUS HA
NEPCOHAIBHBIC JIAHHBIE WM PeCypchl MHPOPMAITMOHHONW CHCTEMBI MEPCOHATBHBIX
JAHHBIX.

Bcenomorare/sibHbIe TEXHHUYECKHE CPeACTBA U CHUCTEMbl — TEXHUYECKHUE
CpE/ICTBa U CUCTEMBbI, HE MpeAHa3HAYCHHBIC I nepeaadn, oOpaboTKU U XpaHEHUS
MEPCOHANIBHBIX  JAHHBIX, YCTAHABIMBAEMBIE COBMECTHO C TEXHUYECKUMH
CpPEeACTBAMU U CHCTEMaMHM, MpeJHa3HAYEHHBIMU [JI1 00paOOTKH MEPCOHATBHBIX
JAHHBIX WIA B TOMENICHUSX, B KOTOPBIX YCTAHOBJICHbI MH()OPMAIMOHHBIE CUCTEMBbI
MEPCOHATBHBIX JAHHBIX.

Joctynm B ONEpanHOHHYI0 Cpeay KOMIbIOTepa (MH(OPMANMOHHOMI
CHCTeMbl NEPCOHAJIBHBIX JAHHBIX) — TIOJYYCHHE BO3MOYKHOCTM 3aIlyCKa Ha
BBIIIOJTHEHUE INTATHBIX KOMaHJA, (YHKIWH, TMpOIEayp OIEpalMOHHON CHCTEMBI
(YHUYTOKEHUSI, KOIUPOBAHUS, TIEPEMENICHUs M T.1.), UCIONHSIEMbIX (aiiioB
NPUKJIAIHBIX IPOrPaAMM.

Hoctyn k uHdopMamum — BO3MOXKHOCTh TOJyYeHUsT HHGOPMAIMA U €€
VICTIOJIb30BAHUSI.



3akJja10uHOe YCTPOMCTBO — 3JIEMEHT CPEJICTBA CheMa MHPOPMAITUH, CKPBITHO
BHEJPSIEMbIN  (3aKJIaJbIBAEMBI WM BHOCHMBIA) B MECTa BO3MOXKHOTO CheMa
uHpopMaImu (B TOM YHCIIE B OTpaXkJI€HUE, KOHCTPYKIIMIO, 000PYAOBaHUE, MPEIMETHI
UHTEPbEPA, TPAHCIOPTHBIE CPEACTBA, & TAKKE B TEXHUYECKHE CPEACTBA M CHCTEMBI
00paboTKN HHPOPMAIIHH).

3amumaemas uHpopmanuss — wuHPOpMaLMs, SBISIOLIASACA IMPEAMETOM
COOCTBEHHOCTH M MOJUIEKAlIas 3alllUTe B COOTBETCTBUM C TPEOOBAaHHMSAMH MPABOBBIX
JOKYMEHTOB WJIM TPEOOBAaHUSIMHU, YCTaHABIMBAEMBIMU COOCTBEHHMKOM MH(OpMALIUH.

Nnentndukanua — mpucBoeHHe CyObeKTaM M O0ObEKTaM JOCTyIa
ueHTUpUKaTopa U (WIM) CpaBHEHUE MPEIbSBISIEMOro MACHTU(DHUKATOPA C MEPEUHEM
IPUCBOCHHBIX UJACHTU(PUKATOPOB.

NudopmaTuBHBIA CUTHAJ — DJIEKTPUYECKUE CUTHAIBI, aKyCTHUYECKHUE,
AIIEKTPOMArHUTHBIE U JpyTue (HU3UYECKUE TOJs, M0 TIapaMeTpaM KOTOPBIX MOXKET OBbITh
packpbiTa KOHpUICHIIHATbHAsS HH(pOopMaIys (TIepcoHaIbHBIE JaHHBIC) 00padaThiBacMast
B MH(OPMAILIMOHHOM CHCTEME MEPCOHATIBHBIX JAHHBIX.

NudopmanuonHble TEXHOJOTHM — TIPOIECCHI, METONbI TIOWCKa, cOOpa,
XpaHEeHus, 00pabOTKH, MPEIOCTABJICHHS, PACHIPOCTPaHEHUS WH(OPMAIA U CIOCOOBI
OCYLIECTBJIEHUS TAKUX IPOLECCOB U METOJIOB.

Nudopmanuonnasa cucrema mnepcoHadbHbIX AaHHbIX (MCII[dn) -
COBOKYIHOCTb COJEp)KaIMXCcs B 0a3aX JaHHBIX MEPCOHAIbHBIX JaHHBIX U
o0ecreynBaromMX UX 00pabOTKy MH()OPMAIMOHHBIX TEXHOJOTUA M TEXHUYECKHX
CPENCTB.

Hcnoab3oBanne NepCOHAJBHBIX [JaHHBIX — JCHCTBUA (omepanuu) ¢
NEPCOHATBHBIMU JTAHHBIMH, COBEpILIAEMbIE ONEPATOPOM B LENAX MPUHATHUSA
pElICHUII WIJIM COBEPIICHHUS] HHBIX JIEUCTBHUM, MOPOXKIAIOUIUX HOPUIAYECKHUE
MOCJIEJICTBUS. B OTHOIIEHUHM CYOBEKTa TMEPCOHAJIBHBIX JIaHHBIX WIH APYTHX JIWIL
a100 MHBIM 00pa30M 3aTparuBarolUX MpaBa U CBOOObI CyOBEKTa MEPCOHATBHBIX
JTAHHBIX WM IPYTUX JIUII.

HUcTouHuk yrpo3sl 0Oe3omacHocTH HHMOpMAUMU — CYOBEKT JIOCTYTIa,
MaTepHAIBHBIA ~ OOBEKT WIM  (U3MYECKOEe SBICHHE, SIBISIIOIIUECS  MPUIUHOM
BO3HUKHOBEHHMSI YTPO3bl O€30MaCHOCTH UH(POPMALIHH.

KoHnTposaupyemasi 30Ha — IPOCTPAHCTBO (TEPPUTOPUS], 31AHUE, YACTh 3/1aHUS,
NOMEUIEHUE), B KOTOPOM HCKIFOYEHO HEKOHTPOIMPYEMOE MpeObIBAHUE MOCTOPOHHUX
JIMLL, @ TAKXKE TPAHCTIOPTHBIX, TEXHUYECKUX U MHBIX MaTEPUATIBbHBIX CPEJICTB.

KonduaeHuMaabHOCTh NEPCOHAJBHBIX JAHHBIX — O00s3aTelbHOE IS
COOJTIOJIEHUST ONIEPATOPOM MJIM MHBIM MOJIYYMBUIMM JOCTYI K MEPCOHATBHBIM JaHHBIM
JUIIOM TpeOOBaHME HE JOMyCKaTh WX paclpocTpaHeHue Oe3 cornacusi cyObekTa
MEPCOHAITBHBIX JAHHBIX WIIM HATMYHS KHOTO 3aKOHHOTO OCHOBAHMUSI.

Me:xceTeBoi IKPaH — JIOKAITLHOE (OTHOKOMIIOHEHTHOE) WITH (DYHKITMOHAILHO-
pacrnpesiefieHHoe TMPOorpaMMHOe  (TIPOrpaMMHO-AIapaTHOE) CPENCTBO  (KOMILIEKC),
peanuzyoliee KOHTPOJb 3a MH(OpMAaLIUEH, TOCTYNAOIEN B HHPOPMALMOHHYIO CUCTEMY
NEPCOHATIBHBIX JaHHBIX U (MJIM) BBIXOIAILEH U3 HHPOPMAIIMOHHON CUCTEMBI.

Hapyumure/b 6€30MaCHOCTH NMEPCOHATBHBIX JAHHBIX — (U3UUECKOE JIUILIO,
CJIy4aiiHO WM NPEIHAMEPEHHO COBEPILIAIONIEE JEUCTBHSA, CIIEICTBUEM KOTOPBIX SIBISICTCS



HapyIlleHue Oe30MacHOCTH TMEPCOHATBHBIX JAHHBIX MPH UX O00pabOTKE TEXHUYECKUMHU
CpencTBamMu B MHPOPMAITMOHHBIX CUCTEMAaX MEPCOHATLHBIX TAHHBIX.

HeaBromMaTu3upoBanHasi o00pad0TKa NEPCOHAJIBHBIX JAHHBIX —
00paboTKa MepCOHATBHBIX JAHHBIX, COJACPIKAIMUXCS B HHOOPMAITMOHHON CHUCTEME
MEPCOHATBHBIX JAHHBIX JMOO W3BJICUEHHBIX W3 TaKOW CHCTEMbI, CUUTACTCS
OCYLIECTBJIECHHOM 0e3 UCITOJIb30BaHUS CPEACTB aBTOMAaTHU3aLIUU
(HeaBTOMATU3UPOBAHHOM ), €CITU TaKue JEUCTBUS C MEPCOHATBHBIMU TAHHBIMU, KaK
UCIIOJb30BaHUE, YTOYHEHHE, PACHPOCTPAHEHHUE, YHUUYTOXXEHUE TMEPCOHAIBHBIX
JAHHBIX B OTHOIICHUU KaXJOr0 M3 CYOBEKTOB MEPCOHAIBHBIX JaHHBIX,
OCYLIECTBJISIOTCS MPU HEMOCPEICTBEHHOM YYaCTUH YEJIOBEKa.

HenexnapupoBaHHble BO3MOKHOCTH — (YHKIIMOHATBHBIE BO3MOXKHOCTH
CPEICTB BBIYHUCIUTENILHOM TEXHUKH, HE OINMCAHHbIE WIA HE COOTBETCTBYIOIIUE
OIMMCAaHHBIM B JIOKYMEHTALIMH, TIPU HCIOJIBb30BAHMM KOTOPBIX BO3MOXKHO HApyIlIEHHE
KOH(OUACHIIMAILHOCTH,  JIOCTYITHOCTH ~ WJIM  IIEJOCTHOCTH  00pabaThIBaeMOi
uHopmaiuu.

HecaHKUMOHMPOBAHHBIN JOCTYN (HECAHKIIMOHUPOBAHHBbIE NCHCTBUS) —
JOCTyll K wuHGOpPMAIMKM WIA JeHcTBUA ¢ WH(OpMaIuen, Hapyllaronye MpaBuia
pasrpaHuyveHus] JIOCTYIA C UCIMOJIb30BAHUEM ILITATHBIX CPENICTB, MPEAOCTABISIEMBIX
MH()OPMAIIMOHHBIMU CUCTEMAMU NEPCOHANBHBIX JJAHHBIX.

Hocurear uadopmanmu — GU3HUECKOE JULO WM MaTepHAIbHbIA OOBEKT, B
TOM 4mcie (PU3MYECKoe T0JIe, B KOTOPOM MH(OpMALIUsI HAXOUT CBOE OTPAKEHUE B BUIE
CUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEIICHUM U MPOLIECCOB, KOTMYECTBEHHBIX
XapaKTePUCTUK (PU3NUECKUX BEITUYHH.

O0e3nunBaHue NEPCOHAJIBHBIX JAHHBLIX — JCHCTBUS, B pe3yJbTare
KOTOPBIX CTAHOBHUTCSI HEBO3MOXKHBIM 0€3 HCIOJb30BaHUS JOMOJIHUTEIbHON
uH(OpMAINH ONPEEIUTh MPUHAJIC)KHOCTh MIEPCOHANBHBIX JTAHHBIX KOHKPETHOMY
CyOBEKTY MEePCOHANBHBIX JTAHHBIX.

OO0paboTka MepCOHAJBHBIX JAHHBIX — JIF000E JeCTBUE (Oomeparys) WUiu
COBOKYITHOCTh JEHCTBUI (ONepanuii), COBEPIIAEMBIX C HUCIOJIb30BAHUEM CPEJICTB
aBTOMATHU3AIMK WA 0€3 MCIOJb30BaHUS TaKUX CPEACTB C MEePCOHAIBHBIMU
JTAaHHBIMH, BKJtOYas cOOp, 3amucCh, CHCTEMAaTH3AINIO, HAKOIUICHWE, XPaHCHHE,
yTOYHeHHE (OOHOBICHHE, M3MEHEHUE), M3BJCUCHHUE, HCIOJIb30BaHUE, Iepenavy
(pactpocTpaHeHue, MpeAoCTaBiIeHUE, JOCTYI), O0e3IMuuBaHue, OJIOKHUPOBAHUE,
yAaJeHUE, YHUYTOKEHHUE MEPCOHAIIBHBIX JaHHBIX.

OO0menocrynubie MEePCOHAJIbHbIE AaHHbIE — IMEPCOHAIbHBIC JaHHbIC,
JOCTYN HEOTPAHUYEHHOTO Kpyra JIMIl K KOTOPBIM MPEAOCTABJIEH C COTrJacus
CyObEeKTa TMEepPCOHAJBHBIX JAHHBIX WJIM Ha KOTOpPhlE B COOTBETCTBUU C
denepanbHBIMU  3aKOHAMU HE pachpocTpaHsieTcss TpeboBaHUE COONIOACHUS
KOH(UICHIIUATEHOCTH.

Omneparop (mepcoHAJBHBIX [JaHHBIX) - TOCYJAApCTBEHHBIM OpraH,
MYHUITUTIATBHBIA OpraH, IOpUIUYECKOe WIH (PU3NYECKOE JIHI0, CAMOCTOSITEIILHO
WM COBMECTHO C JPYTMMH JHUIAMHU OpPraHU3yroluMe U (WJIH) OCYLIECTBIISIIOLINE
00pabOTKy IMEepPCOHAIBHBIX JAaHHBIX, a TaK)Ke OMpEICIIoNe MeIu 00padOTKH



NEPCOHATBHBIX JIAHHBIX, COCTaB MEPCOHANBHBIX JAaHHBIX, MOAJIEKAIINX 00padoTKe,
NeNcTBUA (OTepaliu), COBEPIIAEMbIE C EPCOHATBHBIMU JIAHHBIMHU.

Texnnueckue cpeacrsa HMH(POPMANUMOHHON CHCTEMbI NEPCOHAIBHBIX
JAHHBIX — CPEJICTBA BBIYUCIUTEIHHONW TEXHHWKH, WH(POPMAIMOHHO-BBIYHUCIUTETLHBIE
KOMIIJIEKCHI U CETH, CPEJICTBA U CUCTEMBI Iiepeiaun, mprueMa u oopadotku [1/11 (cpenctsa
Y CHCTEMBI 3BYKO3AIMCH, 3BYKOYCHWJIECHHMS, 3BYKOBOCIPOM3BEICHUS, MEPErOBOPHBIE U
TEJIEBU3MOHHBIE YCTPOMCTBA, CPEACTBA M3TOTOBJIECHUS, TUPAKUPOBAHUS JIOKYMEHTOB W
JpyTrrie TEXHUYECKUE CPEJICTBA 00pabOTKU peueBoil, rpaduueckol, Buieo- U OyKBEHHO-
poBoil HHPOpMAaLIK), TIPOrPaMMHBIE CPEACTBA (OMEPALMOHHBIE CUCTEMBI, CUCTEMBI
yIpaBieHusa 0a3amMu JaHHBIX U T.I1.), CPEACTBA 3AILUTHI MH(POPMALIMHU, IPUMEHSIEMBIE B
MH(DOPMAIIOHHBIX CHCTEMaX.

IlepexBatr (uHpopmManmu) — HempaBOMEpPHOE MOJNyYeHHEe WUHGOpPMAIUU C
UCIIOJIb30BAaHUEM TEXHMUYECKOIO0 CPEACTBA, OCYIIECTBIAIONIETO OOHApYKEHUE,
npueM 1 00paboTKy HH(GOPMATUBHBIX CUTHAJIOB.

IlepconanbHble qaHHbIE — Jt00ass UHPOpPMAIKS, OTHOCAIIASACS K TPSIMO
WIM KOCBEHHO OIPEACIICHHOMY WM OmpeneisieMoMy (U3UYECKOMY JIUILY
(cyOBeKTy mepCOHaTbHBIX JaHHBIX);

[loOouHbIe  FJEKTPOMATHUTHBIE  W3JIy4eHHMS W  HABOAKU  —
AIIEKTPOMArHUTHbBIE HU3IYYCHHS TEXHHUUECKHUX CpPEICTB OOpaOOTKH 3alUIaeMOi
nH(pOpMAIMK, BO3HHKAIOIMIME KAk IMMOOOYHOE SIBJICHWE W  BHI3BaHHBIC
ANEKTPUYCCKUMHU CUTHAJIAMU, TCUCTBYIOIIMMH B UX JIEKTPUUCCKUX M MAarHUTHBIX
IETISAX, a TAKKE DJICKTPOMAarHUTHBIC HABOJKU ATHX CHUTHAJIOB HA TOKOTPOBOISIINC
JIMHUH, KOHCTPYKITUH | IICTIH ITUTAHUS.

IMomTHKAa  «YUCTOTO  CTOJIA» —  KOMIUIEKC  OpTaHHM3aIMOHHBIX
MEpPOTPUATUNA, KOHTPOJIUPYIOUIMX OTCYTCTBUE 3alUChIBaHUS Ha OymakKHbIe
HOCUTEIU KIIOYeH W aTpuOyToOB JocTyna (mapoJie) W XpaHeHUs MX BOJIM3U
00BEKTOB JIOCTYTIA.

[Hoab30BaTesib HHPOPMALMOHHOM CHCTEMbI MEPCOHAIBHBIX JTAHHBIX —
JUI0, ydYacTByromee B (YHKIMOHUPOBAHMM HWH(DOPMAIMOHHONW CHCTEMBI
MIEPCOHATBHBIX JTAHHBIX WIIA UCTIONB3YIONIEE Pe3yIbTaThl €€ PYHKITMOHUPOBAHMSI.

IIpaBuia pasrpaHdveHdsi JOCTYyma —  COBOKYIHOCTh  IPaBHII,
peraaMeHTUPYIOIIMX MTpaBa AoCTyna CyOBbEeKTOB JOCTYIAa K 00bEKTaM JOCTYyIa.

IIporpamMmmHuas 3aKJaaKa — Koj IpOrpaMMBbl, TIPeTHAMEPEHHO BHECEHHBIA B
IPOrPaMMy C TIEJIBI0 OCYIIECTBUTh YTEUKY, U3MEHHUTH, OJIOKMPOBATh, YHHUTOKUTh
WHGOPMAITUIO WIIH YHHYTOXHUTh U MOIU(DHUIIMPOBATH POrpaMMHOE obOecrieueHre
UH(OPMAIIMOHHOW CHCTEMbl TMEPCOHAIBHBIX JAHHBIX U (WiIM) OJIOKUPOBATH
anmnapaTrHble Cpe/ICTBa.

IIporpamMHoe  (mporpaMMHO-MaTeMaTHyeckoe)  BO3aelcTBHE  —
HECAaHKIIMOHUPOBAHHOE  BO3JICUCTBHE HA  PECypchl  aBTOMAaTU3UPOBAHHOMU
UH(OPMAITMOHHONW CHCTEMBI, OCYIIECTBIIIEMOE C MCIOJIb30BAHUEM BPEIOHOCHBIX
IPOrPaMM.

PackpbiTHe NepPCOHAJBHBIX JAHHBIX — YMBIIUIGHHOE WU CIydailHOe
HapylieHne KOH(OUICHIINATFHOCTH MEPCOHATBHBIX JaHHBIX.



PacnpocTpaHeHne nepcoHAJbHBIX JAHHBIX — JCHCTBHS, HANPABICHHBIE
Ha PACKPBITHE IEPCOHAIBHBIX JAHHBIX HEONPEAEIECHHOMY KPYTY JIHULI.

Pecypc uH(popManmoOHHON CHCTEMbI — IMEHOBAaHHBIN 3JIEMEHT CUCTEMHOTO,
IPUKJIAJHOTO WIH anmnapaTHoro o0ecrniedeHus (bYHKIIMOHUPOBAHUS
WH(OPMAITMOHHON CUCTEMBI.

CrnenuajibHble KAaTerOpMu MEPCOHAJIBHBIX [JAAaHHBIX — IEPCOHAJIBHBIE
JAHHBIE, KacalolUecss pacoBOM, HALIMOHAIBHON MPUHAJJIEKHOCTH, MOJIUTHYECKHX
B3IJISII0B, PEITUTHO3HBIX WIH PUIOCOPCKUX yOEKIEHUN, COCTOSHUS 340POBbS U
MHTUMHOM ’KM3HU CyOBEKTa MEPCOHAIbHBIX TAHHbIX.

CpeacrBa BbIYHCINTENbHOH TEXHHKH — COBOKYIHOCTb IMPOTPaMMHBIX U
TEXHUYECKUX 3JIEMEHTOB CHUCTEM OOpaOOTKU JAHHBIX, CIIOCOOHBIX (DYHKIIMOHHUPOBATH
CaMOCTOSITEJIbHO UJIM B COCTABE IPYTHX CHCTEM.

CyOobekT nocryna (Cy0beKT) — JMIIO WIM TMPOLECC, JCUCTBUS KOTOPOroO
PETIAMEHTUPYIOTCS IPABUIIAMU Pa3rPaHUYEHHUS TOCTYIIA.

TexHn4YecKuil KaHAJA YTE€YKM HMH(OPMAUMM — COBOKYIHOCTb HOCHUTENS
uHopmanmn  (cpeactBa  00paOOTKH), (U3MUECKOM  Cpelbl  PacIpOCTPAHECHUS
MH(OPMATUBHOIO CHUTHAJa UM CPEICTB, KOTOPHIMHM JOOBIBAaeTCS 3aluiaeMast
uH(pOpMAITHsI.

TpancrpannyHasi mnepegadya NEpPCOHAJBHBIX JAaHHBIX — IIepenada
NEPCOHAJBHBIX JIaHHBIX olepaTopoM 4epe3 [ocygapcTBeHHYIO TIpaHHUILy
Poccuiickoii  @Pepepanum  opraHy  BJIACTM  HMHOCTPAHHOIO  TOCYJIapCTBa,
(U3HYECKOMY WM IOPUAMYECKOMY JIMIY HHOCTPAHHOI'O FOCY1apCTBa.

Yrpo3bl 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX — COBOKYITHOCTh YCIIOBHUI U
(aKTOpOB, CO3AIOIIMX OMACHOCTh HECAHKLIMOHHUPOBAHHOTO, B TOM YHCJIE CIIy4aillHOTrO,
JOCTYTA K MEPCOHAIBHBIM JAHHBIM, PE3YIBTATOM KOTOPOIO MOKET CTaTh YHUUTOKEHHUE,
U3MEHEHHE, OJIOKUPOBAHUE, KOTTMPOBAHKE, PACIIPOCTPAHEHHE MEPCOHATIBHBIX IAHHBIX, a
TaKKE MHBIX HECAHKIIMOHUPOBAHHBIX JIEHCTBUM NpU MX 00paboTKe B MH(POPMALIMOHHOM
CHCTEME NIEPCOHAIBHBIX IAHHBIX.

YHUUYTOXKEHNE NEePCOHAJBHBIX /JaHHBIX — JICHCTBHUS, B pe3yJibTare
KOTOPBIX CTAaHOBHUTCS HEBO3MOKHBIM BOCCTAHOBUTH COJEPKAHHE MEPCOHAIBHBIX
JaHHBIX B HMH(POPMAIIMOHHOM CHCTEME NEPCOHANbHBIX MaHHBIX H (WIH) B
pe3ysibTare KOTOPBIX YHHUYTOKAKOTCS MaTEpHAIbHBIE HOCHTENIN NEPCOHAIBHBIX
JAHHBIX.

Yreuka (Bammmaemoi) MHpOpMALMH MO TEXHUYECKHMM KaHAJIaM —
HEKOHTPOJIIPYEMOE ~ paclpoCTpaHeHue MH(MOPMAIMM OT HOCUTENS — 3alUIIAeMOM
uHpopmau yepe3 GU3MIECKYIO Cpey JO TEXHUUECKOTO CPEICTBA, OCYLIECTBIISIOIIETO
nepexBar HHQOpMaLUU.

Ya3BuUMOCTb — cl1ab0CTh B CPEICTBAX 3AIIUTHI, KOTOPYIO MOKHO MCIIOJIb30BAThH
JUTSl HApYIIEHHS CUCTEMBI WM COJIprKallieiics: B Hel MH(pOpMAaIIUu.

LenocTHocTh MHGpOPMAIMU — CHOCOOHOCTh CPEACTBA BBIYMCIUTEIILHOM
TEXHUKM WM  aBTOMAaTU3MPOBAHHOM CHUCTEMbl  OOeCHeurBaTh  HEU3MEHHOCTh
uHpOpMalUK B  YCIOBUSIX CIyYallHOTO W/WIM TPEAHAMEPEHHOTO  MCKaKECHUS

(pazpyuieHus1).



OBO3HAYEHUSA U COKPALLIEHUSA
ABC — aHTHUBUpPYCHBIE CPEJICTBA
APM — aBTOMaTu3upoBaHHOE pabodee MECTO
BTCC — BcriomorarenbHble TEXHUYECKUE CPEJICTBA U CUCTEMBI
NCTI/Ia — naOopMaImoHHass CHCTEMa IEPCOHATBHBIX JAHHBIX
Wb — undopmarponHas 0€30MacHOCTb
K3 — konTpOonmpyemast 30Ha
JIBC — nokanbHasi BBIMUCIIMTENBHAS CETh
MDD — MexceTeBO IKpaH
HC/I — HeCaHKIIMOHUPOBAHHBIN TOCTYTI
OC — onepaniioHHas cuctema
[1/I1 — nepcoHaNbHBIE JaHHBIC
[IMB — nporpaMMHO-MaTeMaTUYECKOE BO3JIEHCTBUE
I1O — nporpammHoe obecrieueHue
[IOMUMH — noGo4HbIe 3IEKTPOMArHUTHBIE U3ITyYEHHS U HABOIKU
CA3 — cucrema aHanu3a 3alllMIIEHHOCTH
C3U — cpeacTra 3amuThl HHPOPMAIIUU
C3I1JIn — cuctema (moacucTeMa) 3alllUThl IEPCOHATIBHBIX JaHHBIX
COB — cuctema oOHapyXeHHUS BTOPKCHUN
TKYU — TexHrueckre kKaHasbl yTeUKr HH(DOpMaIin
VYBIT/IH — yrpo3bl 6€301acCHOCTH NEPCOHATBHBIX JAHHBIX
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BBEJIEHUE

Hacrosimee [lonoxxenune wuHbpopmammonnoit 0Oe3omachoctu B OO0
«AIbSIHCY», OIpeeNnsieT TMOJUTUKY B OTHOIIEHWH O0paOOTKA NEepCOHATBHBIX
naHHeIX B OO0 «AnbsSHC» U SBISIETCS O(PHUIIMAIBHBIM JOKYMEHTOM, B KOTOPOM
oTmpeJiesieHa CUCTeMa B3IIIAIOB Ha o0ecredeHne nHPOPMAIMOHHON 0€301MacHOCTH
00O «AnbsHCY.

Heobxoaumocts pa3pabotku IlonokeHus oOycliOBlI€HA CTPEMUTEIbHBIM
pacuupeHueM cepbl MPUMEHEHUS HOBEUIIUX MH(OPMALIMOHHBIX TEXHOJOTHHN U
MpOIIECCOB B M«AJBIHCY», TIpu 00paboTke wuHGOpMaUU BOOOIIE, U
NEePCOHAIBHBIX JIAHHBIX B YACTHOCTH.

Hacrosimee [lonoxkenue ompezenser OCHOBHBbIC €M M 3a/Jaud, a TaKXKe
oOIIyI0 CTpaTerui0 IMOCTPOCHHS] CUCTEMBI 3alllUThl TEPCOHAIBHBIX JAaHHBIX
(C3I1dr) OO0 «Anwsincy. IlonoxeHnue ompeaessieT OCHOBHBbIC TpPeOOBaHUSA U
0a30BpI€ TOAXOJBI K HUX pealM3aluu, Ui JOCTIKEHHS TpeOyeMoro ypOBHS
6e3omacHOCTH MH(OpMAIUH.

[Tonoxenue pa3zpaboTaHO B COOTBETCTBUM C CHUCTEMHBIM MOAXOJOM K
obecrieueHH0  MH(POPMAIMOHHOM  OE30MAaCHOCTH. CHCTEMHBII  ITOIXOL
npeAmnojiaraeT  NPOBEACHUE  KOMILIEKCA  MEpPOINPHUATHM,  BKIHOYAOIIMX
UCCJICIOBaHNE YIpo3 WHMOPMAIMOHHONW O€30MacHOCTH W Pa3paboOTKy CHCTEMBI
3amuThl  [IJ[H, ¢ MO3UIMM KOMIUIEKCHOTO TIPUMEHEHMS TEXHUYECKUX U
OpraHU3alMOHHBIX MEP U CPEJICTB 3aILUTHI.

[Ton uadopmanmonHoit 6e3omacHocThio [IJ[H MOHMMaETCs 3alIUIIIECHHOCTh
NEPCOHANBHBIX JIaHHBIX M 00padaThiBalOIe MX HHPPACTPYKTYpE OT JHOOBIX
CIIyYalHBIX WJIM 3JI0HAMEPEHHBIX BO3JCHCTBHUM, pPE3yJIbTATOM KOTOPBIX MOXKET
SBUTHCS HaHeceHue yuiepba camoil HHpOpMalMM, ee BiajaeiblaM (CyObeKTaM
[11n) nnm undpactpykrype. 3agaun HHGOPMAIIMOHHON 0€30MaCHOCTH CBOJSATCA K
MUHUMM3AIUU yiiepOa oT BO3MOXKHOW peanu3aiuu yrpo3 6esonacHoctu I1/1H, a
TaKXe K MPOTHO3UPOBAHUIO U IPEAOTBPAILIECHUIO TAKUX BO3JICUCTBUM.

[Tomoxenue CILyKUT OCHOBOM TS pa3paboTKu KOMILIEKCA
OpPraHU3aIMOHHBIX M TEXHUYECKUX Mep Mo obOecrnedeHuo WHOOPMAIMOHHON
oezomacHoctu OO0 «AnbsSHC», a TakKe HOPMATHUBHBIX M METOJUYECKUX
JOKYMEHTOB, O0ECIEUYHBAIONINX €€ pealn3aluio, U He MNPEeanojiaraeT MOIMEHBI
GyHKIIMH  TOCYJlapCTBEHHBIX OpraHoB Biactu Poccuiickoit ~ ®Dexaepariuu,
OTBEYAIOIIMX 3a obecreyeHue 0e30MacHOCTH HMH(POPMALMOHHBIX TEXHOJOTHWA WU
3aIUTy “THGOPMALIIH.

ITonoskeHue sIBIgeTCS METOHOJIOTHYECKON OCHOBOM JIJIS:

*  (¢dopmupoBaHUS W TPOBEACHUS EAUHON IMOJUTHUKU B 00JacTU OOECIeUeHHs
oe3onacHoct OO0 «AJbSHCY:

®*  MPUHATUS YIPaABICHYECKUX PELICHUN U Pa3pabOTKU MPAKTHUYECKUX MEp IO
BOIUIOLIEHUIO moauTuku Oe3omacHoctd [IJIlH U BBIpaOOTKM KOMILIEKCA,
COTJIaCOBAaHHBIX ~MEp HOPMATHBHO-IIPABOBOIO, TEXHOJIOTHYECKOTO U
OpPraHU3aIMOHHO-TEXHUYECKOTO XapaKTepa, HAMpaBJICHHBIX Ha BBISABICHUE,
OTpaXEHUE W JIMKBHUJAIMIO TIOCIEJICTBUN peanu3allid Pa3IudHBIX BUJIOB

yrpo3 I1/1x;
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KOOPJMHAIINHU JEATEIBHOCTU CTPYKTYpHBIX noapazaeneHuit OO0 «AbsHC»

. Opu MpOBeJACHUU paboT mo pa3zButuro U dkcuryatauuu HWCIIIH C
cobroaeHneM TpeboBanmii odecrieueHus 6ezonacHoctu [1J1H;

*  pa3paboOTKuM  TPEIJIOKEHWH  TI0  COBEPIICHCTBOBAHUIO  IIPABOBOTO,
HOPMATUBHOTO, METOJMYECKOT0, TEXHUYECKOTO W OpPraHU3aIMOHHOTO
obecrnieuenus 6e3onacHocTu I1/{n B UCIT/IH OOO «AnbsaHC.

[IpaBoBoii 0a3zoi [ys1 pa3paOOTKM HACTOSIIETO IOJIOKEHUS CIy»Kat

TpeOoOBaHMsI JEHCTBYIONUX B POCCHMM 3aKOHONATEIBHBIX M HOPMATHBHBIX

JIOKYMEHTOB MO 00eCIeueHUI0 O€30MacHOCTH NMePCOHANbHBIX AaHHBIX ([1/]H).
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1 OOmmue mo1o:KeHUus

O6padotrka IIJlH B OOO «ANpSHC» OTPAaHUYMUBACTCS JIOCTHIKCHHEM
KOHKPETHBIX, 3apaHee OIpEeJeICHHbBIX W 3aKOHHBIX 1eneil. He npomyckaercs
obpabotka [1nH, HECoBMecTHMas ¢ nienssmu coopa I1/1H.

IHemu oGpabotku [IJI[H mpoucxomsT B TOM YHCIE W3 aHaIu3a IMPaBOBBIX
aKTOB, periiameHTupyroumx aeareabHocTh OO0 «AnbgHCy, 1enell pakTuuecku
ocymiectBisieMod OO0 «ANBSIHC» IEATENBHOCTH, a TAKKE JIEITEIbHOCTH, KOTOpas
peaycMOTpeHa yupeautenbHbIMu ToKyMeHTaMud OO0 «AIbSHC», 1 KOHKPETHBIX
ousHec-npoueccoB B KOHKpeTHbIX MCII/IH.

K nemnsm o6padotku [11n B OO0 «ANbsSHC» OTHOCSTCS:

- 3aKJIIOYEHHWE, HCIOJHEHHE W TPEeKpallleHHe TIpaxgaHCKO-TPaBOBBIX
JIOTOBOPOB;

- OpraHu3alus KaJpoBOTO yuyeTa OpraHu3alluu, o0ecredeHue COOII0ACHUS
3aKOHOB, 3aKJIIOYEHUE U MCIOJHEHHE 00s13aTeIbCTB MO TPYAOBBIM U TPaXKIaHCKO-
IPaBOBBIM JIOTOBOpaM;

- BEJICHHWE KaJIpOBOTO JIEJIOMPOU3BOJICTBA, COJIEHCTBUE paOOTHUKAM B
TPYJIOYCTPOWCTBE, OOYyYCHHMH ¥ TPOABMKEHUU TIO CIy)k0e, TMOIh30BaHUU
JBIOTAMU;

- UCIIOJHEHUE TpeOOBaHUI HAJIOrOBOTO 3aKOHOJATENhCTBA IO BOMPOCAM
UCYUCJICHUS W YIUIaThl Hajora Ha J0XO0Abl (DU3WYECKUX JIUIl, B3HOCOB BO
BHEOIOJKETHbIE (DOHIBI M CTPAXOBBIX B3HOCOB BO BHEOIOKETHBbIE (OHBI,
NEHCUOHHOTO 3aKOHOJAaTeNbCcTBA MpH (opmupoBanun U nepenaye B [IDP
NepCOHU(UIIMPOBAHHBIX JAHHBIX O KaXIOM TMoJiydaTese JT0XO0J0B, KOTOpbIC
YUUTHIBAIOTCS TMPU HAYUCICHUM B3HOCOB Ha 00s3aTelibHOE TIEHCUOHHOE
CTpPaxOBaHUE;

- 3aII0JIHEHUE TIEPBUYHON CTATUCTUYECKON JOKYMEHTAIIUU B COOTBETCTBHUH C
TPYJIOBBIM, HAJIOTOBBIM 3aKOHOJATEIHCTBOM M UHBIMU (he/lepaIbHBIMU 3aKOHAMMU.

- 00CiTy’kMBaHrEe a0OHEHTOB B paMKaX JOTOBOPHBIX OTHOIICHHM.

ITox o6pabotkoit II/ln B OOO «AnpsHC» moOJpazyMeBaeTcs r000e
nerctBue (omepanus) WIM COBOKYMHOCTh JeictBui (omepaumii) c  II/1H,
COBEpIIAEMBIX C MCIOJIB30BAHUEM CPEJCTB aBTOMATU3allMM WU 0e3 HuX
ucrnoiab3oBaHuss. O0paboTka MEPCOHANBHBIX JAHHBIX BKJIOYAEeT B ce0d B TOM
qucie:

- cOop;

- 3aIUCh;

- CUCTEMaTHU3aIUIO;

- HaKOILICHHUE;

- XpaHEeHHUE;

- yrouHeHue (0OHOBJIEHUE, U3MEHEHHUE);

- U3BJICUCHUE;

- UCTIOJIb30BAHUE;

- mepeniavy (pacupocTpaHeHHe, MPEI0CTABICHHE, T0CTYI);

- 00€3TNYMBaHKE;
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- OJIOKUPOBAHME;

- YIAJIEHUE;

- YHUUYTOXEHUE.

C3I[1[da mnpencraBnser coOOW COBOKYIMHOCTh OPTaHHM3AIMOHHBIX U
TEXHUYECKUX Meponpustuii s 3amuTtel [IJIH OoT HempaBoOMEpHOro wimu
CIIy4ailHOTO JOCTyNla K HHUM, YHUYTOXXCHHS, W3MEHEHHUs, OIOKUPOBaHUS,
KOIUPOBaHMs, pacupocTpaneHus [1/[H, a TakKe MHBIX HENPABOMEPHBIX IEUCTBUI
C HUMH.

be3onacHOCTh MepCOHANBbHBIX AAHHBIX AOCTUTAETCS MYTEM HCKIIOYEHUS
HECAaHKIIMOHUPOBAHHOTO, B TOM YHUCJE CIy4allHOro, JOCTyIa K IMEePCOHAIbHBIM
JAHHBIM, PE3yJbTATOM KOTOPOIO MOXKET CTaThb YHUYTOXXEHUE, H3MEHEHHE,
OJIOKHPOBaHUE, KOMMUPOBAHUE, PACIIPOCTPAHEHUE MTEPCOHAIBHBIX JAHHBIX, a TAKKE
WHBIX HECAHKIIMOHUPOBAHHBIX JIEUCTBUM.

CtpykTypa, cOoCTaB H  OCHOBHbIE  (YHKIMH  TEXHUYECKUX U
opranuzanuoHHbix Meponpustuid C3II/IH omnpenensitoTcss HUCXOAs W3 YPOBHSA
sammmeHHocTd  (kimacca) MCII[H, yCTaHOBIEGHHOIO B COOTBETCTBUH C
tpeboBanusimu [loctanoBnenus: [IpaBurensctBa Ne 1119 ot 1 HosiOpst 2012 1.,
npukaza @CTOK Poccum Ne 17 ot 11 despans 2013 r., npuxaza ®CTIK
Poccun Ne 21 ot 18 deBpans 2013 r., a Tak:ke B COOTBETCTBUU C TpeOOBAHUSIMHU
[loctanoBnenuss IlpaBurensctBa Poccuiickoir @epepaunn  Ne 687 «O0
yTBepxkieHuu [lonoxxenus 00 0coOOEHHOCTSAX 00paOOTKH NEPCOHAIBHBIX JIAHHBIX,
OCYILIECTBIIsIEMOM 0e3 HCIoJIb30BaHUS CcpeAcTB aBTomatuzamuu». C3I11n
BKJIIOYAET OpraHu3allMOHHbIE MEpPhl U TEXHUYECKHME CpPEACTBa  3alUThI
uHpopmaluu (B ToM uwucie mudpoBaibHble (Kpunrorpadguueckue) CpeacTsa,
CpeACTBa  NPENOTBPAIICHUS  HECAHKUIMOHHPOBAHHOIO  JIOCTYIA,  yTEUKHU
uH(pOpMAIMHU 110 TEXHUYECKUM KaHajlaM, MPOrpaMMHO-TEXHUYECKUX BO3JCHCTBUN
HAa TEXHUUYECKHe cpenactBa o6Opadotku I[I/IH), a Takke WHCHOIB3yEeMbIE B
UH(POPMAILIMOHHOM crcTeMe HH(OPMaLlMOHHbIE TEXHOJIOTHU.

OTU Mepbl IPU3BaHbI 00ECIICUNTH:

* KoH(pHUICHIMATLHOCT, WH(OpMaIMU (3amuTa OT HECAHKIIMOHHUPOBAHHOTO
03HAKOMJICHU);

® IIEJIOCTHOCTh  HHQOpMANUK  (aKTyaJlbHOCTh U HEMPOTHBOPEUYUBOCTH
uH(popManuu, €€ 3aUUIIEHHOCTh OT Pa3pyLIEHUsT U HECAHKIIMOHHMPOBAHHOTO
VM3MEHEHHUS);

® JOCTYNHOCTh MH(OpManuu (BO3MOKHOCThH 3a MPUEMIIEMOE BPEMS IMOIYYUTh
TpeOyemMyro HHPOPMAIIMOHHYIO YCIIYTY).

Cranuu co3ganus C3I1/IH BKIIFOUarOT:

*  MpeanpoeKTHas CTaausi, BKJIIOYAIONmas MpeANpoeKTHOe 00cieoBaHue
NCTI/IH, pa3paboTKy TEXHHYECKOTO (4aCTHOTO TEXHUYECKOT0) 3a/IaHMsI Ha €¢
CO3/IaHHUE;
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*  cTaaus NpoeKTHpoBaHUs (pa3pabOTKHU MPOEKTOB) U peaInu3aliui Mep 3alluThl
C3I1/H;

*  craaus BBoja B aeiictBue C3IIJ[H, BKIIOUYAOIIAs ONBITHYIO SKCILUTYaTalNI0 U
MPUEMO-CIIATOYHbIE HUCIBITAHHS CPEJCTB 3aIllUThl HWH(OpMAIMU, a TaKKe
orieHKy cootBercTBHs C3I1/[H TpeboBaHMsIM O€30MaCHOCTH HH(POPMAIIHH.

Opranu3anMoHHbIE MEpPHl NPEAYCMATPHUBAIOT CO3JAHUE W IMOIACPKAHUE
npaBoBoil 0a3pl Oe3omacHoctu [I/IlH m pa3paboTky (BBeAeHUE B JEHCTBHUE)
npeaycMoTpeHHbix [lonmutukoir uH@popmarmonHoit 6e3onacHoctu  UCIIIH
CHEAYIOUIUX OPraHU3alMOHHO-PACTIOPAIUTEIBHBIX JOKYMEHTOB:

* [Ilnan mepomnpustuii no obecnedyeHuto 3amuThl [1J[H mpu ux obpaboTke B
NCIIdH;

*  [Inan MeponpusATHiA 110 KOHTPOIIO obecnieueHus 3anuThl [1/1H;

* Tlopsgok pe3epBupoBaHus U BoccTaHoBIeHUs1 paborocriocodnoctu TC u 10,
0a3 maaabXx U C3U;

*  JlomkHocTtHas uHCcTpyKuus aamuHuctparopa UCII/IH B yactu obecnieueHus
6e3omacHoctu [1/]n mpu nx ob6padotke B UCII/IH;

*  JlomKkHOCTHas MHCTPYKIHS aaMuHUCTpaTtopa 6e3omacuoctu UCII/IH;

*  JlomkHocTHass wHCTpyKmus mois3oBarens WCIIJ[mH B wacTu obecnedeHus
oezonacHoctu [1/IH mpu ux odbpadorke B UCII/H;

*  HucTpykuus Ha ciiydail BOSHUKHOBEHUSI BHEIITATHOW CUTYallNH;

*  HHcTpykuusi mo pa3MenIeHUIo, 00OpYJAOBAHHMIO U OXPAHE MOMEIIECHUM, Tae
XpaHsATCA MEePCOHAIbHBIE JTAHHBIC, TI0 XPAHEHUIO MEPCOHATBHBIX JAaHHBIX Ha
OYMa)KHBIX HOCHUTEJSX U MOPSAKY pabOThl UCIIOJIHUTENIECH C MEPCOHAIBHBIMU
JAHHBIMHU Ha OyMaKHBIX HOCUTEISAX MH(GOPMALIHH.

TexHudyeckre Mephl 3alTUThl PEATU3YIOTCS MPHU TTOMOIIM COOTBETCTBYIOITUX
MPOTPAMMHO-TEXHUYECKUX CPEJCTB U METOJIOB 3aIUTHI.

IlepeyeHp HEOOXOJMMBIX MEp 3alIUTHl WHOOPMALMKM OINPEICIASTCS 10
pe3yabraram BHyTpeHHer npoBepku 6e3onacHoctu MCITIH OO0 «AnbsHCY.
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2 3apaum C3I1/n
Ocnognoit nienbto C3I1/IH aBiseTcss MUHUMU3ANKS yiiepoda OT BO3MOXKHOM

peanu3zanuu yrpo3 6ezonacHoctu [1/]H.

Jlns NOCTHIKEHMS OCHOBHOM Ieln cuctema OesomacHoctu IIJIH moimkHa

obecrieunBaTh YPPEKTUBHOE PEMICHHUE CISTYIONINX 3a/1a4:

3alIUTYy OT BMematenscTBa B mporecc ¢ynknuonupoanus MCIIAn
MOCTOPOHHUX JHI (BO3MOXHOCTh ucnoib3oBanus WCII[In u moctym k ee
pecypcam JIOJKHBI HMMETh TOJBKO 3apETHCTPUPOBAHHBIE yCTAHOBJIEHHBIM
NOPSAJIKOM I0JIb30BaTENN);

pasrpaHUyYEHHE  JOCTYNAa  3apErMCTPUPOBAHHBIX  IIOJIB30BATENIEH K
anmapaTHbIM, MporpaMMHBIM M uHpopmanroHHbiM pecypcam HWCIIIn
(BO3MOXKHOCTb JIOCTYIIa TOJBKO K TEM pecypcaM M BBINOJHEHHUS TOJBKO TEX
ornepanuii ¢ HUMH, KOTOpble HEOOXOAMMBI KOHKPETHBIM I0JIb30BaTEISIM
WCTI[IH 115t BEITOMHEHUS CBOUX CITYKEOHBIX 00S3aHHOCTEH), TO €CTh 3aIUTY
OT HECAHKIIMOHUPOBAHHOI'O TOCTYIIA!

k uadopmarnuu, mupkynupyrorieit B UCIT/IH;

cpeacTBam BeunciutenbHo TexHuku UCIIH;

anmapaTHbIM, MPOTPAMMHBIM U KPHUNTOTpaUUYECKUM CpPEACTBAM 3alllUTHI,
ucnosibzyembiM B UCII/IH;

PETUCTPALIMIO AEUCTBUU MOJIB30BATENICH MPU HUCHOJB30BAHUM 3AIUIIAEMbIX
pecypcoB MCII/IH B CUCTEMHBIX XypHajgax U MNEPUOJUYECKUN KOHTPOJIb
KOPPEKTHOCTH  JI€UCTBUU  MOJB30BATENENM CUCTEMBI IIyTEM aHAJINA3A
COJEPKUMOT0 3TUX KYPHAJIOB;

KOHTPOJIb HEIOCTHOCTH (0OecredeHrne HEM3MEHHOCTH) Cpellbl MCHOJHEHUS
IIPOrpaMM U €€ BOCCTAHOBJICHHUE B CIIy4ae HapyIICHUS;

3alUTYy OT HECAaHKIIMOHUPOBAHHOM MOJM(DUKAIIMK U KOHTPOJIb IEJIOCTHOCTH
ucnonb3yembix B UCII/IH nporpaMMHBIX CPEICTB, a TAK¥KE 3AIIUTY CUCTEMBbI
OT BHEJPEHUS HECAHKIIMOHUPOBAHHBIX IIPOIPAMM;

3amuty [IJlH OT yTeukn MO TEXHUYECKUM KaHallaM Mpu ee o0paboTke,
XPaHEHUH U Ilepeaye 10 KaHaJIaM CBS3H;

amuty [I[J[H, XpaHumoii, oOpabaThiBaeMOl M MepenaBaeMol IO KaHajgaM
CBSI3U, OT HECAHKLIMOHNPOBAHHOTO PA3TJIAILICHUS UIN UCKAKECHUS;
o0OecrieyeHne  JKMBYYECTH  KPUOTOrpaUUYECKUX  CPEACTB  3aLIUThI
uH(pOpMaIU IPU KOMIIPOMETALMU YaCTH KIFOYEBON CHCTEMBI;
CBOEBPEMEHHOE BBISIBIEHUE MCTOYHHMKOB yrpo3 Oe3zonacHoct I1/1H, npuunn
U YCIOBUW, CHNOCOOCTBYIOIIMX HaHeceHHto yumepba cyOwbekram [IJ[H,
CO3JJaHUE MEXaHU3Ma ONEePaTUBHOIO PearupoBaHuUsl Ha YIrpo3bl O€30MACHOCTH
ITJIH 1 HEeraTUBHBIE TCH/ICHIIUH;

CO3/IaHUE YCJIIOBUM JJII MUHUMU3ALMKA U JIOKAIU3alMd HAHOCUMOTO yiepoa
HEMPABOMEPHBIMU ~ JIEUCTBUSMU  (PU3MYECKUX U IOPUAMYECKUX  JIHII,
ocnabjieHue HEraTUBHOTO BIMSHUS U JIMKBUAALMS MOCIEICTBUN HapyILICHUS
oe3onacuoctu [1/1H;

000pyI0BaHME U OXpaHa MOMEILIEHUH, T/I€ XPAHITCS EPCOHAIbHBIE JAHHBIE;
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coOJIo/IeHne TOopsAJiIKa XpaHEHUs TEPCOHATBHBIX JaHHBIX Ha OyMa)KHBIX
HOCHUTEJISIX;

coOmro/IeHre Tops/iKa XpaHEHUsl KItouel oT nomenieHuit riae xpanarces 11
Ha OYMa>KHBIX HOCUTESX;

co0JIIoIcHUE TTOPSAKA pabOThl HCIIOJHUTEIIEH C MEPCOHATIBHBIMY TAHHBIMU Ha
OyMa)KHBIX HOCUTEISIX HH(POpMAITUH.
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3 OO0BeKTHI 3aIUTHI
Ilepeyenb HHPOPMALUOHHBIX CUCTEM
B OOO «AnbsHC» TIpOU3BOAMUTCS 00pabOTKa TMEPCOHAIBHBIX JTAaHHBIX B
uH(OPMAITMOHHON cucTeMe 00paboTku nepcoHanbHbiX qaHubix (MCIT/IH).
[Tepeuenr WCIIJIH ompenensercs B Tmpoiecce pabOThl KOMHCCHH, TI0
uToraMm paboT KOTOpo# coctaBisiercs akT kinaccudpukaruu UCIT/IH.

IlepeyeHb 00BEKTOB 3alIUTHI

OObexTaMu 3allUThI ABISAIOTCS — MHPopManus, oopadateiBaemas B MCII/IH,
U TEXHUYECKHUE CpeicTBa €€ 00padoTku U 3amuThl. CHHCOK MNEPCOHATBHBIX
JTAHHBIX, TMOJUIeKAIME 3alluTe, onpejeneH B llepeuHe mepcoHanbHBIX JTAHHBIX,
nojexaniux 3amure B UCITIH.

OOBEKTHI 3aIIUTHI BKIIIOYAOT:

*  (OOpabatbiBaemasi HHGOpMAITHS.
*  TexHonoruueckas uHpopmManus.
*  [IporpaMMHO-TEXHHYECKHE CPECTBA 0OPAOOTKH.
*  Cpenctna 3amuThl [T/1H.
*  Kanans!l uH(pOpMaMOHHOTO 0OMEHa U TeIEKOMMYHHUKAIIHUH.
*  OOBEKTHI U TOMEIIECHHS, B KOTOPBIX pazMenieHbl komnoHeHTsl UCII/IH.
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4 Kaaccupuxkanus noaszoBareseit UCILIn
[Tonb30Barenem NCIIIn SIBIISICTCSA JIULIO, Y4YacCTBYHOLLEE B

GyHKIMOHUPOBAHUM WHOOPMAITMOHHOW CHCTEMbl TMEPCOHAIBHBIX JaHHBIX WITU

UCIIOB3YIOIIee pe3yabTarthl ee (yHkimonupoBanus. Ilomp3zoBarenem WCII/Ix

sBisieTcst 0o cotpyaauk OO0 «AnwsHey, umetonuit qoctyn Kk UCIIJIH u ee

pecypcaM B COOTBETCTBHM C YCTAHOBJIEHHBIM MOPSJIKOM, B COOTBETCTBUHU C €O

(yHKIMOHATBHBIMHA O0SI3aHHOCTSIMH.

[Tonwp3zoBarenu UCIIAH nensaTcs Ha TpU OCHOBHBIE KATETOPHUU:

AIMUHHCTpPaTOpP MHOOPMAITMOHHOW 0€301aCHOCTH.

Corpymaukn  OOO  «AnbpgHC», KOTOpbIE 3aHUMAKOTCA  HACTPOMKOM,
BHEJIPEHUEM U COIPOBOXKJECHUEM cucTeM Oe3omnacHocTu. Aamunuctparop Mb
o0nagaeT cleayroM YPOBHEM JA0CTyNA!

*  o0Omanaer nmojaHOM MHGOpPMAIIME O CUCTEMHOM U MPUKIIATHOM MIPOrPaMMHOM
o6ecneuenun UCII/IH;

*  o0Omanmaer MoyHOW MHQPOpPMAILIUEH O TEXHUYECKUX CPEJICTBAX U KOHPUTYpaIuu
NCIIdH;

*  HMEeT JIOCTYN KO BCEM TEXHUYECKHUM CpeAcTBaM 00paboTkKu mHbOpMAIuu U
naaabiM UCITH;

*  He oOyagaeT mpaBaMu KOH(GUTYPUPOBAHUS U aJIMHHUCTPATUBHOW HACTPOUKHU
texHnueckux cpencrts UCII/H.

Anmunncrtparop UCII/IH.
Corpynaukn OOO «AIBSHC», KOTOPBIE 3aHUMAIOTCS COIPOBOXKICHUEM

IPOrpaMMHOT0 00eCTICUEHUSI.

Anmvunuctpatop UCII/IH o6nagaeT ciienyomuM ypoBHEM J0CTYIIA:

* oOmamaer wuHbpopMmanuend o0 aaropuTMax M MOporpamMmax 00paboOTKU
uHdopmanuu Ha UCITH;

* o0Omamaer BO3MOXHOCTSIMH BHECEHHS OIIMOOK, HEJIEKJIapUPOBAHHBIX
BO3MOXKHOCTEH, MPOrpaMMHBIX 3aKJIAaJOK, BPEJOHOCHBIX HpOrpamMM B
nporpammHuoe obecrieuenue MCII/{n Ha cranuu ee pa3pabOTKu, BHEIPECHUS U
CONPOBOXKJICHHUS;

*  MOXET pacrmoJyiaraTh JII0ObIMU (parMeHTaMu WH(OpPMAIMU O TOIOJIOTHU
UCIIIlH u TexHUYecKuX cpencrtBax oOpadotku wu  3amutel  [1J[H,
obpabartsiBaembix B UCII/IH;

* oOnamaer mpaBaMu KOH(DUTYpUPOBAHUS U AJIMHUHUCTPATUBHOW HACTPOUKHU
texHnueckux cpencts UCII/H.

Omneparop UCI/IH.

Corpynauku noapaszgeneHuii OOO «AnbsSHC» y4acTBYIOIIMX B IIPOLIECCE
skcrutyaraniuu UCII{a. Omneparop MCII[H obnamaer cleayromydM YpOBHEM
JnoCTymna:

* oOnmamaer BCeMH HEOOXOIUMBIMH aTpuOyTamMu (HampuMep, MapojeM),
00ecCreunBaOIIMMU TOCTYT K HEKOTOpoMY moaMHoxecTBy [1/1H;

*  pacrnosaraet KoH(UIEHIINATFHBIMU JAHHBIMU, K KOTOPBIM UMEET JOCTYII.
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5 OcCHOBHbBIE IPUHIMIIBI TIOCTPOEHUS CHCTEMbI KOMILJIEKCHOM 321U THI
HH(pOpMALMH
IToctpoenue cucremsl obecrneuenus: OesomacHoctu I1/ln UCITan OOO
«ANBSIHCY» U €€ (PYHKIIMOHUPOBAHME JOJKHBI OCYIICCTBISATLCSA B COOTBETCTBUU CO
CJICTYFOIIIMMHA OCHOBHBIMH IPUHITUTIAMH:
*  3aKOHHOCTb;
*  CHCTEMHOCTb;
*  KOMILIEKCHOCTb;
*  HENpPEPBHIBHOCTH;
®*  CBOCBPEMCHHOCTD;
*  IPEEeMCTBEHHOCTh M HEIPEPHIBHOCTH COBEPIICHCTBOBAHNS;
*  [epcoHaIbHAS OTBETCTBCHHOCTD;
*  MUHHMMH3AIUS TOJTHOMOYHIA;
*  B3aMMOJCHCTBHE U COTPYAHHYECTBO;
®*  TUOKOCTh CUCTEMBbI 3aIUTHI;
®*  OTKPBITOCTH AJATOPUTMOB M MEXaHH3MOB 3alUThI;
*  MPOCTOTa MPUMEHEHUS CPECACTB 3aAIUTHL;
*  HayyHas 00OCHOBAHHOCTh M TEXHHUYECKAs PEaTU3yeMOCTh;
*  crenuaim3anus U npodhecCHOHATU3M;
*  0053aTeNbHOCTh KOHTPOJIS.

3aKoHHOCTH

[Ipennonaraer OCyIIECTBICHUE 3AIIMTHBIX MEPONPUATUNH U Ppa3pabOTKy
C3I1dx OOO «AnbgaHC» B COOTBETCTBUU C ACHUCTBYIOIIUM 3aKOHOJATEIHLCTBOM B
obnactu 3amutbl [I/IH W Jpyrux HOPMATUBHBIX aKTOB IO 0O€30MacCHOCTU
uH(pOpMaIH, YTBEPKACHHBIX OpraHaMu TOCYJAapCTBEHHON BIACTU M YIIPABICHUS
B [IpeJieax uX KOMIETEHIINH.

[Tonb3oBatenu u obcmyxuBatomuii nepconan [11ax UCIIH « » « »
JIOJKHBI OBITH OCBEIOMJICHBI O MOPSAKE PaOOTHI ¢ 3amUIaeMOi HHPOpMaIUe u
00 OTBETCTBEHHOCTH 3a HapylleHue mopsaka 3amutsl [1J[H.

CucreMHOCTB

Cucremssiii noaxon k nocrpoenuto C3II[nH OO0 «AnbsHC» npeanonaraet
y4eT BCE€X B3aUMOCBSI3aHHBIX, B3aUMOJCHCTBYIOIIMX U H3MEHSIOIIUXCA BO
BPEMEHHM DJJIEMEHTOB, YCJIOBHI U (HaKTOPOB, CYIIECTBEHHO 3HAYMMBbIX TSI
MOHUMAHMS U pelieHus: npoosnembl obecneueHuss Oe3zonacHoctu [1In UCIIIn
00O «AnbsHEY.

[Ipyu co3maHuM CHCTEMBI 3alUTHI JIOJDKHBI YUYUTBIBATHCS BCE cClladble U
HauOoJiee ys3BUMBbIE MecTa cucteMbl o0Opabotku I[I/IH, a Takke xapakrep,
BO3MOHBIE O0BEKTHI M HAIIPaBJICHUS aTak HA CUCTEMY CO CTOPOHBI HApyIIUTENEH
(ocobeHHo BBICOKOKBaJTU()UIIUPOBAHHBIX 3JI0yMBIIICHHUKOB), Iy TH
NpPOHUKHOBEeHUSI B pacnpenenenubie cuctembl 1 HCJl k mndopmanmu. Cuctema
3alllUThl JOJKHA CTPOUTHCS C YUYETOM HE TOJBKO BCEX M3BECTHBIX KaHAJIOB
nponukHoBeHUs: 1 HCJI x nHpOpMannm, HO U ¢ Y4ETOM BO3MOXKHOCTH TOSIBIICHUS
MPUHIUNHAIBHO HOBBIX MyTEN peannu3aluu yrpo3 0€30MmacHOCTH.
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KommiekcHoctb

KommuiekcHOe HMCIOJIb30BaHUE METOAOB M CPEACTB 3ALIUTHI IPEANOJIAraeT
COIJIACOBAHHOE IPUMEHEHUE PAa3HOPOIHBIX CPEACTB IPU ITOCTPOCHUU LIEIIOCTHOU
CUCTEMBI 3aIlUTHI, NEPEKPBIBAIOLIEH BCE CYIIECTBEHHBIC (3HAUMMbIEC) KaHaJbI
pealM3aliMi yrpo3 W HE cojaeprkaleill crmabbIX MECT Ha CTBIKaX OTACNbHBIX €e
KOMIIOHEHTOB.

3ammTa JI0JKHA CTPOUTHCS SIISIIOHUPOBAHO. [ KaXKI0ro KaHajaa yTeUKU
uHpopMalMu W Ui KaXJI0H yrpo3bl 0€30MacHOCTH JOJHKHO CYUIECTBOBATh
HECKOJIbKO 3aIIUTHBIX pyOexei. Co3maHue 3aluTHBIX pyOekel oCyIecTBIsSETCS ¢
Y4E€TOM TOTO, YTOOBI JJisi UX MPEOJOJICHUS MOTEHUUAIBHOMY 3J0YMBIILICHHUKY
TpeOOBaNUCh MPOPECCUOHAIBHBIE HABBIKM B HECKOJbKHX HEB3aMMOCBA3aHHBIX
00nacTsX.

Buemnsis 3ammra goimkHa oOecnedrBaThCs (U3HMUECKUMHU CPEJCTBAMH,
OpraHU3allMOHHBIMU U TPAaBOBBIMH MepaMu. OJHUM U3 Haubosiee YKpEeIJIEHHBIX
pyOesxelt mpu3BaHbl OBITH CPEJICTBA KPUMTOTPAPUIECKON 3aITUTHI, pEaTM30BAaHHBIC
¢ wucnosib3oBaHuem TexHojmoruu VPN. IlpukiiagHo ypoOBEHb  3allUTHI,
YYHUTHIBAIOIINA OCOOCHHOCTH TIPEIMETHON 00JacTH, MPEACTABISET BHYTPEHHUU
pyOex 3amunTHI.

HenpepbiBHOCTS 3a1uuThl 11/{H

3ammra II/[H — HEe pa3oBOe MeEpONpHUATHE W HE IPOCTAsT COBOKYNHOCTH
IIPOBEJEHHBIX MEPONPUATHNA U YCTAaHOBIICHHBIX CPEJICTB 3aIlUThI, @ HENPEPHIBHBIN
LEJICHAINIPABIICHHBIM MPOLECC, NPEANOJAralolINi MPUHITHE COOTBETCTBYIOIIHNX
Mep Ha Bcex Aranax >xu3HeHHoro uukia UCITIH.

NCIIJH nomKHBI HAXOAUTHCA B 3AIHILIEHHOM COCTOSIHUHM Ha MPOTSKEHUHU
BCEr0 BpeMEHU HUX (YHKIHMOHUPOBaHUSA. B COOTBETCTBUU C 3TUM MNPUHIIUIIOM
JNOJDKHBl MPUHUMATbCS Mepbl 1o HenonymeHuto nepexona HWMCII[IH B
HE3aIIUIIEHHOE COCTOSHUE.

bonpmmmHCTBY (QU3MYECKUX ¥ TEXHUYECKUX CPEJCTB  3alUTHI IS
3G(HEKTUBHOTO  BBIMOJHEHUS CBOMX (YHKIHA HeEoOXoAuMa IOCTOSHHAs
TEXHUYECKas u OpraHU3alMOHHAs (aaMuHUCTpaTUBHASA) MOAIePIKKa
(cBOEBpeMEHHAsi CMEHA M O0ECHEYEHHE MPaBUIBHOIO XPAHEHUS U MPUMEHEHHS
MMEH, TapoJiel, Kiaoued mudpoBaHus, MEPEONPEaCICHUE MOTHOMOYUN U T.IL.).
IlepepsiBBl B paboTe CpPEACTB  3allUThl  MOLYT OBITh  HMCIOJb30BaHbI
3JIOyMBIIUICHHUKAMH U1l aHAJIU3a IMPUMEHSIEMBIX METOJOB M CPEICTB 3allMThI,
JUISl BHEAPEHUS CIIEHHUAIBHBIX MPOIPAMMHBIX U alllapaTHBIX "3aKnafoK" U Apyrux
CPEACTB  MPEOAOJECHHS] CUCTEMBl 3alllUThl  IOCJIE  BOCCTAHOBICHUS €€
(GYyHKIIMOHUPOBAHUS.

CBOEBpEMEHHOCTH
[Ipeanonaraer ynpexaaroumi xapaktep mep obecrieueHus 0e30MacHOCTH
ITJIH, TO ecTh MOCTAaHOBKY 3aaa4 1o komiuiekcHou 3amute UCITIH 1 peanuzaiuto
Mmep obecnieuenus Oe3omnacuoctu [1JIH Ha panHux cragusx pazpadorku MCII/Ix B
IIEJIOM U €€ CUCTEMBI 3aIUThl HH()OPMAITUH, B YaCTHOCTH.
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Pa3paboTka cucTeMBbI 3aIUThI JOJKHA BECTHUCH MapalIeIbHO ¢ pa3paboTKOM
U Pa3BUTHEM CAMOMW 3allMIAeMON CHUCTEMBbI. JTO MO3BOJIUT Y4ECTh TPEeOOBaHUS
0€30MacHOCTH TIPHU MPOSKTUPOBAHUU APXUTEKTYPHI M, B KOHEUHOM CUYETe, CO3/aTh
oonee »s¢dekTuBHBIE (KaK IO 3aTpaTaM pecypcoB, TaK M TIO CTOHKOCTH)
3aIUIIEHHBIE CHCTEMBI.

IIpeeMCTBEHHOCTDH M COBEPIIEHCTBOBAHME

[IpeamnonararoT MOCTOSITHHOE COBEPIICHCTBOBAHWE MEpP M CPEICTB 3aIUTHI
nH(OpPMAITMM Ha OCHOBE MPEEMCTBEHHOCTH OPTAHHM3AIMOHHBIX M TEXHUYECKHX
peleHuii, KaapoBoro cocrtara, aHanu3a QyHkuuonupoBanus WCII[IH u ee
CHUCTEMBI 3alUTBI C YYETOM HM3MCHCHHMHA B METOJAaX W CpPEJACTBaX IepexBaTa
uH(OpMaIlMK, HOPMATUBHBIX  TpeOOBaHWH 1O  3alIUTe, JIOCTUTHYTOTO
OTEUYECTBEHHOT'O U 3apyOEKHOTO OIBITAa B 3TOW 00JIACTH.

IlepconajibHasi 0TBETCTBEHHOCTH

[Ipenmosiaraer  BO3JIOKEHHWE  OTBETCTBEHHOCTH  3a  OOecleueHHe
oesomacHoctu [1/IlH m cuctempl ux 0OpabOTKM Ha KaXJAOro COTPYJHUKA B
npenenax ero MoJHOMOYMN. B COOTBETCTBUU € ATHUM MPUHIIMIIOM pacipenesieHne
npaB ¥ O0S3aHHOCTEW COTPYJHUKOB CTPOUTCS TaKUM 0Opa3oM, 4TOOBI B Clydae
J1000T0 HApYIICHHWs KPyr BUHOBHHUKOB OBLT YETKO W3BECTEH WM CBEICH K
MUHAMYMY .

[puHUMI MUHUMU3ALUU TOJTHOMOYMH
O3HauvaeT mpeaoCTaBICHUE MOJIb30BATENIM MUHUMAJIBHBIX MIPaB AOCTYyNa B
COOTBETCTBHH C ITPOU3BOJICTBEHHON HEOOXOMMOCThIO, HA OCHOBE MPUHITUIIA «BCE,
YTO HE PA3PEIIEHO, 3AMPEIICHO.
Hoctyn x IIJIH momkeH NMpeaocTaBIsAThCS TOJBKO B TOM cliydae U oObeMme,
€CIM 3TO HEOOXOAUMO COTPYAHHMKY JUIS BBITIOJHEHHUS €ro JIOHKHOCTHBIX
00s13aHHOCTEIA.

B3aumoaencTBue U COTPYAHUYECTBO

[Ipeanonaraer co3manue OgaronmpusaTHOW aTMocdepbl B KOJICKTHBAX
noapazaeneHui, ooecneunBaronux aeateabHocTth UCITIn OO0 «AnbsHCy, nis
CHIDKEHUSI BEPOSITHOCTA BO3HUKHOBEHUSI HETAaTUBHBIX JIEWCTBHM CBSI3aHHBIX C
YeJI0BeYECKUM (haKTOPOM.

B Takoii 00CTaHOBKE COTPYJHUKH JOJKHBI OCO3HAHHO COOJIIOAATh
YCTAHOBJICHHbIE MpaBWJIa M  OKa3blBaTh  COJCUCTBHE B  JIESITEIBHOCTH
no/ipa3/ieJICHuN TEXHUUECKON 3aIlUThl HGOPMAIIIH.

I'mOkocTh cucTeMbl 3amuThl 11 H

[IpunsiTeie Mepbl U YCTAHOBJCHHBIE CpEJCTBA 3alllUThl, OCOOEHHO B
HaYaJIbHBIN MEPUOJ MX IKCIUTyaTallii, MOTYT 00€CIIeUrBaTh KaK Ype3MEpHBIi, TaK
U HEJAOCTAaTOYHBIA ypoBeHb 3ammThl. [l obOecrnedeHuss BO3MOXKHOCTHU
BapbUPOBAHUS yYPOBHEM 3alUIICHHOCTH, CPEACTBA 3aIlUTHI JOJDKHBI 00JIaaTh
ONpeJIeICHHON THOKOCThI0. OCOOCHHO BaKHBIM 3TO CBOMCTBO SBIISIETCA B TE€X
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CIIy4asiX, KOT/Ia YCTAHOBKY CpPEICTB 3alllUThl HEOOXOJUMO OCYIIECTBIATh Ha
paboTarlly0o  CUCTEMy, HE  Hapylias Tmpolecca €€  HOPMaJIbHOIO
(byHKIIMOHUPOBAHUSI.

OTKPBHITOCTH AATOPUTMOB M MEXaHU3MOB 3aIUThI
CyTb npuHIMIIA OTKPHITOCTH AITOPUTMOB U MEXAHU3MOB 3aLLUTHI COCTOUT B
TOM, 4YTO 3alllUTa HE JOJKHA OOECIeuMBATBHCS TOJBKO 3@ CYET CEKPETHOCTU
CTPYKTYPHOM OpraHu3alMd M ajirOpUTMOB (YHKIIMOHUPOBAHUS €€ IOJICUCTEM.
3HaHWe aIrOpuTMOB padOThl CUCTEMBI 3aIIMTHl HE JIOJDKHO JaBaTh BO3MOXKHOCTHU
ee mpeojosieHus (naxe aBropam). OJIHaKoO, 3TO HE O3HAYAET, 4TO MHMOpMAIHUS O
KOHKPETHOM CUCTEME 3alIUThI JOJIKHA OBITH 00IIEIOCTYITHA.

IIpocToTa NpUMEHEeHUs1 CPeICTB 3aAIUTHI

MexaHu3Mbl 3alIUTHl JODKHBI OBITh MHTYUTUBHO TOHSTHBI M TPOCTHI B
UCTOJb30BaHUU. lIpuMeHeHue cpencTB 3alluThl HE JOKHO OBITH CBSI3aHO CO
3HaHHEM CIEIHUAIbHBIX S3BIKOB WU C BBINOJIHEHHUEM JCHCTBHM, TpeOyIOUnx
3HAYUTENbHBIX  JOMOJHUTENbHBIX  TpyAo3aTpaT TMpu  OOBIYHONW  pabote
3apEruCTPUPOBAHHBIX YCTAHOBJIEHHBIM MOPSAKOM II0Jb30BaTeNIeld, a TaKXKe He
JOJKHO TPeOOBATH OT IMOJIb30BATENS BBIINOJIHEHUS] PyTUHHBIX MAJIONOHSITHBIX €MY
onepaluii (BBOJI HECKOJILKUX MapoJiel 1 UMEH U T.1.).

JlomkHa JOCTUTaThCsl aBTOMATU3AlMsl MAaKCUMAJIbHOTO 4YHuCia JEHCTBUN
nosib3oBaresen u anMuauctpaTopos MCII/IH.

Hay4yHast 000CHOBAHHOCTDb M TEXHHYECKAS Pean3yeMOCTh

NudopmainimonHbpie TEXHOJIOTUH, TEXHUYECKHE M TPOrPAMMHBIE CPEJICTBA,
CpencTBa M MeEpbl 3alUThl MHGOPMAIMK JODKHBI OBITh peaJu30BaHbl Ha
COBPEMEHHOM YPOBHE Pa3BHUTHs HAYKW W TEXHUKH, HAYYHO OOOCHOBAHBI C TOUYKHU
3peHUS JTOCTUKEHUS 3aJIaHHOTO YPOBHS 0€30macHOCTH MHGOPMAIMH U JTOJHKHBI
COOTBETCTBOBAaTh YCTAHOBJIICHHbIM HOpPMaM M TpeOOBaHUSIM MO O€30MaCHOCTU
IT/1n.

C3I1x nokHa ObITh OPUEHTHPOBAaHA HAa PEIICHUS], BOZMOXHBIE PUCKHU IS
KOTOPBIX W MEpbl MPOTHUBOAECHUCTBUS ATUM PHUCKAM MPOIUIM BCECTOPOHHIOIO
TEOPETUYECKYIO U MPAKTUUYECKYIO TPOBEPKY.

Cnenuanusanus 1 npo@eccuoHAIU3M

[Ipenmnonaraer npuBjiedeHUE K pa3pabOTKE CPEJICTB W peaau3alud Mep
3alUThl  MH(QOpMALMKM  CHEIUAJIM3UPOBAHHBIX  OpraHu3anui,  HauOoiee
MOJTOTOBJIEHHBIX K KOHKPETHOMY BHJY JESTEIBHOCTH MO OOECHEYCHHIO
oe3omacHoctu [1/1H, UMEIOITUX OMBIT MPAKTUYECKONH PabOTHI U TOCYAAPCTBEHHYIO
JUIEH3UI0 Ha TMpPaBO OKa3zaHUd YCIyr B 93TOM oOmactu. Peammuzanus
aIMUHHUCTPATUBHBIX ~MEp W  JKCIULyaTalusi CPEeACTB  3alIUThl  JOJKHA
OCYIIECTBIATHC MPO(PECCHOHATBLHO TOATOTOBASHHBIMU creruaauctaMmu OO0
«ATBSHCY.
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00513aTeILHOCTH KOHTPOJIA

[Ipeanonaraer 00s13aT€ILHOCTh U CBOCBPEMEHHOCTHh  BBIABICHUS U
IIPECEUCHUs] TIOMBITOK HAPYIIEHHS YCTAHOBJICHHBIX TMpaBWI OOeCcleYeHus
o6e3omacHoctu [IJ[H Ha OCHOBE WCHONB3YEMBIX CHUCTEM U CPEACTB 3alllUThI
uHOpMAIIMK TIPU  COBEPIICHCTBOBAHWU KPHUTEPUEB MW METOIOB  OICHKHU
3¢ (PEKTUBHOCTH ITUX CUCTEM U CPEJICTB.

KoHTposib 3a AesTenbHOCTBIO JHO0Or0 MOJIb30BATENsl, KaXAOro CpPEelCTBA
3alIUThl U B OTHOILICHUU JIFOOOTO OOBEKTa 3aIlUTHI JOJKEH OCYIIECTBIISITHCA Ha
OCHOBE MPUMEHEHUSI CPEJICTB OMEPATUBHOIO KOHTPOJIS U PETUCTPALIUUA U JOJKEH
OXBaThIBaTh KAaK HECAHKIIMOHUPOBAHHBIC, TaK M CAHKIIMOHUPOBAHHBIC JEHUCTBUS
II0JIb30BAaTEIIEH.
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6 Mepbl, METOABI U CPeCTBA 00ecnedeHUus1 TPeOyeMoro ypoBHsi
3alMIIEHHOCTH
OGecrieueHne TpeOyeMOro ypoBHs 3aIIUIIICHHOCTH JOJDKHOCTH JTOCTUTAaThCS
C UCIIOJIb30BAaHUEM MeEp, METOAOB M CpeacTB Oe3omacHocTh. Bce mepsl
obecnieuenus 6ezonacuoctu MCII /{1 moxpasnensitores Ha:
*  3aKOHOJATEJIbHBIC (IPABOBHIC);
*  MOpPAIbHO-3TUYECKUE;
*  OpraHM3auuOHHbIC (AAMUHUCTPATHBHBIE);
*  (usuueckue;
*  TeXHUYECKHE (anmapaTHbie U MPOrpaMMHEIE).

3akoHoAaTe/IbHbIE (IPABOBbIE) MEPbI 3AIUThHI

K npaBoBbBIM MepaMm 3alIUThl OTHOCSTCS JEHCTBYIOIIME B CTPAHE 3aKOHBI,
yKa3bl U HOPMATUBHBIE aKThI, PerjJaMeHTUpPYIOIIHe MpaBuia obpamenus ¢ [1)[H,
3aKpETUISIONINE TTpaBa U 0053aHHOCTH YYACTHUKOB MH(DOPMAITMOHHBIX OTHOIIIEHUN
B IIporecce e¢ oOpaOOTKM W MCIOJIB30BaHHUS, a TaKXKe YCTaHABJIWBAIOIIUC
OTBETCTBEHHOCTh 3a HApYyIICHUS JTUX MPaBWI, TMPEMSITCTBYS TEM CaMbIM
HEMPAaBOMEPHOMY HcCHojib30BaHui0 [IJlH u sBusrommMecs CcAepKUBAIOIIUM
(akTOpOM IJIs1 MOTEHIMABHBIX HAPYIIUTENCH.

[IpaBoBbie  MeEpbl  3alUTBl HOCSAT B  OCHOBHOM  YHOPEXKIAONIUH,
npO(HIAKTUYECKUI XapaKTep U TpeOYIOT MOCTOSIHHOW Pa3bsICHUTEIbHON pabOThI €
M0JIB30BATENISIMU M OOCITYKUBAIOIIUM ITEPCOHAIIOM CUCTEMBI.

MopaJjIbHO-ITHYECKHE MePhI 3alUThI

K MopanbHO-3THUECKMM MepaM OTHOCSITCS HOPMbI TMOBEICHUS, KOTOpPbIE
TPaAULMOHHO CJIOKWJIMCh WM CKIIAJIBIBAKOTCA MO Mepe pacnpocTpaHeHuss OBM B
CTpaHe WM oO0miecTBe. OTU HOPMBI OOJbIIEN YaCThIO HE  SBISIIOTCS
00s3aTeNIbHBIMUA, KaK 3aKOHOJATEIbHO YTBEP)KICHHbIE HOPMATHUBHBIC aKTHI,
OJIHAKO, MX HECOOJII0JICHHE BeAEeT OOBIYHO K TaJCHHUIO aBTOPHUTETA, MPECTHKa
YeJIOBEKa, TPYMIbI JUI] WIK OpraHu3aiuu. MopaabHO-3TUYECKUE HOPMBI OBIBAIOT
KaK HeMUCaHble (Harpumep, oOIenpu3HaHHbIE HOPMBI YeCTHOCTH, TATPUOTHU3MA U
T.II.), TaK ¥ THCaHbIE, TO €CTh OPOPMIICHHBIC B HEKOTOPBIN CBOJ (YCTaB) MpPaBHII
WJIU TIPEATIMCAHNMN.

MopanbHO-3TUUECKHE MEPhl 3AIIUTHI SBISIOTCA MNPOPUIAKTUUECKUMU U
TpeOYIOT MOCTOSIHHOM pabOThl MO CO3/IaHUIO 3JOPOBOTO MOPAJIBHOIO KJIMMara B
KOJUIEKTUBAX Mojapa3ieneHuid. MopallbHO-3THUECKHME MEphl 3alUThl CHUXXAIOT
BEPOSITHOCTh BO3HUKHOBEHMSI HETATUBHBIX JEUCTBUN CBSI3aHHBIX C YEJIOBEUYECKUM
dbakTopoM.

OpranuzannoHHbie (AAMUHUCTPATHBHBIE) MEPbI 3aAIIUThHI

OpranuzanuoHHble (aJMUHUCTPATUBHBIE) MEpPbl 3alllUTHI - 3TO MEPbI
OpraHU3alMOHHOTO xapakrepa, pErIaMEHTUPYIOLINE MPOLIECCHI
dbynkuunonuposanus UCII[InH, ucnons3oBanue pecypcoB MCIIJIH, nesrenbHOCTH
00CITyKMBAIOIIETO TIEPCOHANA, a TAKXKE MOPSIOK B3aUMOJICHCTBUS TOJb30BaTeNeh
¢ UCII[Iz Takum oOpa3om, 4TOObI B HAMOOJBIIEH CTENEHW 3aTPYyAHUTH WU
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UCKITIOUUTh BO3MOKHOCThH pEaIM3alliu yIpo3 0€30MacHOCTH WJIM CHU3UTH pa3Mep

NOTEPH B CIy4Yae UX peaanu3aluu.

['maBHas 1ens aaIMUHUCTPATUBHBIX Mep — cdopmupoBath I[lonmutuky
uHdopmarmonHorr Oe3omacHoctd [IJI[H (OTpakaromIyr0 MTOAXOABI K 3alllUTe
uH(pOpMaIi) U 00ECTICUNTh €€ BBITTOJTHCHHE, BBIJCISIST HEOOXOIUMBIE PECYPCHI U
KOHTPOJIUPYSI COCTOSIHUE JIEII.

Peanmuzanus [lonutuku undopmarmonnoit 6esomacHoctu I1JIn B UCIIn
COCTOSIT U3 MEP aJIMUHUCTPATUBHOTO YPOBHS U OPraHU3AMOHHBIX (ITPOLIEAYPHBIX )
Mep 3alUThl HH(QOpPMAIUH.

K aaMuHUCTpaTUBHOMY YpOBHIO OTHOCATCS pEIICHUSI PYKOBOJICTBA,
3atparuBaromne aestenbHocTh UCII/IH B menoM. OTu pemieHns 3aKperuisitioTes B
[Tonutuke mHpopmanmoHHoM Oe3omacHocTU. [IpumMepoM Takux pelieHuid MOryT
OBITh:

*  [pUHATHE peuieHuss O (OPMUPOBAHUM WM TEPECMOTPE KOMIUIEKCHON
nporpamMmbl obecrieuenus 6ezonacHoctu [1/]H, onmpenenenrne oTBETCTBEHHBIX
3a ee peaIn3aLuIo;

*  (QopmynupoBaHue IeNiel, MMOCTAHOBKA 3aj]ad, OMpeJeiIcHUEe HaIpaBiICHUN
JeATeIIbHOCTH B obOnactu 6e3omacHocTH I1/1H;

*  [PUHATHE PELICHUWH MO BONPOCAM peaM3allMd MPOrpaMMbl O€30MaCHOCTH,
KOTOpbIE paccmaTpuBaroTcs Ha ypoBHE OO0 «ANBSHC» B LIEJIOM;

* oOecrneueHue HOPMATUBHOM (ITPaBOBOI) 0a3bl BOMMPOCOB OE30MACHOCTH U T.II.

[TonuTrka BEpXHETO YpPOBHS AOKHA YETKO OUEPTUTH cepy BIUSAHUS U
OTPaHUYCHHUS TIPU OMpeseeHuu 1eneil 6ezomacHoct [1/]H, onpenenuTs KakuMu
pecypcamu (MaTtepualibHbIe, IE€pPCOHAI) OHM OYIyT JOCTUTHYTHI W HaWTH
Pa3yMHBI KOMIIDOMHCC MEXAYy MpPUEMIIEMbIM YpPOBHEM O€30IaCHOCTH H
dbyunkuonansHoCcTHI0 UCTIJIH.

Ha opranuzallmoHHOM YypOBHE ONPEAENSAIOTCS MNPOUEAYypbl W TMpaBUia
JOCTIKEHUS 11eield u perieHus 3aaa4 [lonutuku naopmanmonHoi 6e30macHOCTH
[T/IH. OTn npaBuIa ONpeaesoT:

*  KakoBa 00JIacTh MPUMEHEHUS MOMUTHKU Oe3onacHocTH [1/]H;

®* KakoBBl PONM ® OOS3aHHOCTH JODKHOCTHBIX JIMI[, OTBEYANOIIHE 3a
npoBeJeHHEe TMOMUTHKU Oe3omacHocTu [IJ[H, a Takke WX YCTaHOBUTH
OTBETCTBEHHOCTH;

*  KTO MMeeT Inpasa aocryna K [1/1x;

*  KaKMMH MEpaMU U cpeAcTBaMM oOecrieunBaeTcs 3amuTa [1/1H;

*  KakMMHM MEpaMH U CpeICcTBaMHu 00eCleYMBAETCS KOHTPOJIb 332 COONIOACHUEM
BBEJICHHOI'O pekrMa 0€30MacHOCTH.

*  Opra"uzalOHHbIE MEPHI JOJIKHBI:

*  @OpeaycMaTpHuBaTh pErIAMEHT UH(OPMAITMOHHBIX OTHOILICHHI,
UCKIIFOYAIOIINX  BO3MOXXHOCTh ~ HECAHKIMOHHWPOBAaHHBIX  JCHCTBHI B
OTHOIIIEHUH O0BEKTOB 3aIIUTHI;

®*  ONpenenATh KOAIMIMOHHBIE M HEPAPXUYECKHE TMPUHLMIBI M  METOJIbI
pasrpannueHus gocryna k I1/1H;
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*  ompenenaTh IMOPSAAOK paboOThl €  NPOrpaMMHO-MAaTeMaTHYECKHUMHU U
TEXHUYECKUMHU (ammapaTHbie) CpPEACTBAMHU 3alllUTHl U KPUITO3ALIUTHL U
JIPYTUX 3alIUTHBIX MEXaHU3MOB;

*  opranuzoBarth Mepbl npotuBoneiicTBus HCJ[ monp3oBarenssMu Ha 3Tamax
ayTeHTU(UKAIUKA, aBTOpU3AIMU, HWICHTU(DHUKAIMK, O0O0ECTeYNBAIOIINX
rapaHTUU  peAIU3aluu paB 151 OTBETCTBEHHOCTH CyOBEKTOB
MH()OPMAIIMOHHBIX OTHOIIECHUH.

OpraHn3aioOHHbBIE MEPBI JIOJIKHBI COCTOATH U3!

*  pernamenTa goctyna B nomemenus UCII/IH;

*  QOpsJAKa JOIMycKa COTPYAHHMKOB K ucnoiab3oBaHuto pecypcos MCIIIan OOO
«ATBSIHCY;

*  perjaMeHTa TpOLECCOB BelAeHUs 0a3 JaHHBIX ©  OCYIIECTBIICHHS
MoaupUKau HHGOPMAIMOHHBIX PECYPCOB;

*  perjaMeHTa IIPOIECCOB OOCTY)XKMBAaHMUS W OCYIIECTBICHHS MOJU(PUKAIIIN
anmnapaTHbIX U nporpamMmMHubix pecypcoB UCII/IH;

* uHcrpykumii  monb3oBarenedt  WCII[n  (agpmunuctpatopa  MCIIH,
aJIMUHHUCTpaTopa Oe3omnacHocTH, onepatopa UCIIIx);

®*  UHCTPYKLHH MOJIb30BATENS MPYU BOSHUKHOBEHUH BHEIITATHBIX CUTYAIIUI.

®*  UHCTPYKUMH MO Pa3MELICHHUIO, 00OpYJOBAaHUIO M OXpaHE MOMEIICHUH, e
XPaHATCS NEPCOHAIBHBIE JTAHHBIE, 10 XPAHECHUIO MEPCOHAIBHBIX JaHHBIX Ha
OYMa)KHBIX HOCUTENSX U MOPSIAKY pabOThl UCIIOJHUTENEH C NEPCOHAIBHBIMU
JAHHBIMU Ha OYMa>KHBIX HOCUTENSX UH()OPMALIUH.

Dusuyeckue Mepbl 321U ThI
@u3nyecKkue Mepbl 3allUThl OCHOBAHBI HAa NPUMEHEHUHM PA3HOr0 poja

MEXaHUYECKUX, AJIEKTPO- WU DJIEKTPOHHO-MEXAHUUYECKUX YCTPOMCTB H

COOpPYKEHUW, CIENUaTbHO TPEeJAHA3HAUYCHHBIX JUIS  CO3JaHus  (U3UYECKUX

MPEIMSITCTBUN HAa BO3MOXKHBIX MYTAX MPOHUKHOBEHHUS U JIOCTYNa MOTEHIHUAIBHBIX

HapyIIUTENeH K KOMIOHEHTaM CHCTEMbI M 3alllMIaeMOil MHPOpMAIIMK, a TaKKe

TEXHUYECKUX CPEACTB BU3YAIbHOTO HAONIOACHUS, CBSI3M W OXPaHHOU

CUTHAJIU3ALINH.

dusndeckas 3aluTa 3JaHWH, TOMCIICHUH, OOBEKTOB W  CPEICTB
uH(popMaTuzanuu JOJKHA OCYILIECTBIISTHCA yTEM YCTaHOBJIEHHUS

COOTBETCTBYIOIIMX IMOCTOB OXPaHbl, C MOMOIIBIO TEXHUYECKUX CPEACTB OXPAHBI

WK JIIOOBIMM JIPYTMMHU CHOCOOaMH, MPEJOTBPANIAIONIUMU WU CYIIECTBEHHO

3aTPYAHSIOIMMA TPOHUKHOBEHUE B 3JIaHUE, MOMEIICHUS MOCTOPOHHUX JIMII,

XUIeHne WHQOPMAIIMOHHBIX HOCHUTENEH, caMuX CpeiacTB HH(popMaTu3anuu,

WCKJIFOYAIOIIUMH HAXOXKJICHHE BHYTPU KOHTPOJIUPYEeMOM (OXpaHseMOl) 30HbI

TEXHUYECKUX CPEACTB PA3BEAKH.

AnmnapaTtHo-nporpamMMHble cpeacrsa 3amutsl I1/1n
TexHauyeckue (ammapaTHO-IIPOrpaMMHBIC) MEpPhI 3allUTHl OCHOBaHBI Ha

UCIIOJIb30BaHUU PA3JIMYHBIX JJIEKTPOHHBIX YCTPOMCTB U CHEIUAIBHBIX IPOTrpaMM,

Bxo KX B coctaB MCITJIH 1 BBITIOJTHSIOMNX (CAMOCTOSITEIIBHO MJIM B KOMILIEKCE

C IPYTUMU CPeICTBaMU) (PYHKITUHU 3AIUTHI (MISHTUDUKAIIUIO U ayTCHTU(DUKAIIIO
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TIOJTb30BATENICH, pa3rpaHUYCHHUE JIOCTYyINa K pecypcaM, PETHCTPAIMI0 COOBITHH,
Kpunrorpadguueckoe 3aKpbiTie nHOOPMAIUH U T.1T.).

C yueTroM Bcex TpeOOBaHUI U MPUHITUIIOB oOecrieueHus 0e3onacHoctu [1/1x

B MCII/IH mo BceM HampaBJICHUSM 3alllUTHl B COCTaB CHCTEMBbI 3alUThI JOJKHBI
OBITh BKJIFOUCHBI CJICTYIONINE CPEICTBA:

cpencTaa UACHTU(DUKAITIH (ormo3HaBaHUA) U ayTeHTU(UKALUN
(moaTBepkIeHUS OMIMHHOCTH) nojib3oBaTeneit UCIx;
CpeICTBa pa3rpaHUYEeHHs] JOCTyNa 3aperuCTPUPOBAHHBIX IOJb30BaTeNEH
cucremsl K pecypcam UCITIH OOO «AnbsHe»;
cpeactBa oOecredeHHs] M KOHTPOJS IEJIOCTHOCTH MPOTPAMMHBIX U
MH(OPMAIMOHHBIX PECYPCOB;
CPEJICTBA ONEPaTUBHOI'O KOHTPOJISI U PETUCTPALIUU COOBITUH OE€30M1aCHOCTH;
Kpunrorpaduueckue cpeactna 3amursl [1J1H.

VYcnemHoe NpPUMEHEHUWE TEXHUYECKHX CpPEIACTB 3allUThl HAa OCHOBAaHUU

OPUHIMIOB (pa3fen 5) Mmpeanosiaraer, 4To BBIMOTHEHUE MEPEYUCICHHBIX HUKE
TpeOOBaHMIT O0OECTIEYCHO OPTraHU3AIMOHHBIMU (aAMUHUCTPATUBHBIMH) ME€paMU U
UCIIOJIb3yeMbIMH (PU3NYECKUMHU CPEJICTBAMU 3AIUTHI:

obecrnieueHa hu3myecKas 1eI0CTHOCTh Beex kKommnoneHT MCIT/IH;

KaXIbld coTpyaHuk (mosb3oBarens WMCII[IH) unu rpynma mnojib3oBaTenei
MMEET YHUKAJIbHOE CHUCTEMHOE HMS U MHUHUMAIbHO HEOOXOJIUMBIC st
BBITIOJTHEHUS UM CBOMX (PYHKIIMOHAIBHBIX OO0S3aHHOCTEH MOJTHOMOYHS IO
JIOCTYITYy K PecypcaM CUCTEMBI;

B UCIIJln OOO «AnesHC» pa3paboTka W OTJIaJKa MOporpamm
ocymiectpisiercs 3a npeaenamu UCII/IH, Ha ucnibITaTENbHBIX CTEHAAX;

BCE M3MEHEHHUS KOH(PUTYpalluu TEXHUYECKUX U MPOTrPaMMHBIX CpEICTB
NCTIIH npou3BOASTCS CTPOr0 YCTAHOBJICHHBIM MOPSIKOM (PErUCTPUPYIOTCS
U KOHTPOJUPYIOTCS) TOJHKO HA OCHOBAaHUM PACIOPSKEHUN PYKOBOJICTBA
000 «AnbsgHCY;

ceTeBoe 000pyoBaHue (KOHIIEHTPATOPhI, KOMMYTAaTOPbI, MAPIIPYTU3ATOPHI U
T.I.) pacmoyiaraercsi B  MeCTaX, HEJAOCTYNHbIX JUIsi MOCTOPOHHHX
(cnenuanbHBIX TOMENICHUSX, MKadax, u T.I1.);

cnenuanuctamu OOO «ANBSIHC» OCYIIECTBISIETCA HEMPEPHIBHOE YIIPABICHUE
Y aIMUHUCTPATUBHAS MOJJEPKKa PYHKIIMOHUPOBAHUS CPEICTB 3AIIUTHI.
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7 Kourpoas d¢ppextusuocru C3I1/1n

Koutpons sddextuBnoctn  C3II[IH  gomxkeH  ocyulecTBiseTcs  Ha
nepuoauyeckod  ocHoBe.  Llenpto  KOHTpodss  dPPeKTUBHOCTH  SBISETCA
CBOEBPEMEHHOE  BBIABJICHUE HEHAUIEKaUMX pexuMoB  pabdorel  C3IIJIH
(OTKIIOYEHHE CPEICTB 3aILUTHI, HapyLIeHUE PEKUMOB 3aILUTHI,
HECAaHKIIMOHUPOBAHHOE HM3MEHEHUE pexXuma 3alluThl U T.OI.), a TaKke
IPOTHO3UPOBAHUE M  IPEBEHTHMBHOE pEarupOBaHHE Ha HOBBIE  YI'PO3bI
6e3onacuoctu [1]1H.

KoHTponb MOXET NpOBOAMTHCS Kak aJMHUHUCTPATOpaMU O€30MaCHOCTH
UCII[ln  (omepaTuBHBIH  KOHTpPOJb B  TMpormecce  HUHGOPMAIIMOHHOTO
B3aumojencteust B MCIIJIH), Tak © mpuUBIEKaeMbIMH [JIi 3TOM LENHU
KOMIIETEHTHBIMU ~ OpPraHu3alusM{, HMEIOIIMMHU JIMUEH3MI0 Ha 3TOT BHJ
nearenpHocTH, a Takke @PCTOK Poccmm m ®Cb Poccum B mpepenmax wux
KOMITETEHLIUH.

KOHTpOsb MOXKET OCYIIECTBISTHCS aAMUHUCTPATOPOM O€30MACHOCTU Kak C
NOMOIIBIO IITaTHBIX CPEACTB cHUcTeMbl 3amuThl [IJ[H, Tak W C MOMONIbIO
CIELUAIbHBIX IPOrPAMMHBIX CPEICTB KOHTPOJIS.

Onenka 3¢ dextuBHOCTH Mep 3amuThl [1J[H MpoBOANTCS ¢ UCIIONB30BAaHUEM
TEXHUYECKUX M IPOrPAMMHBIX CPEACTB KOHTPOJS HA MPEIMET COOTBETCTBUS
YCTaHOBJIEHHBIM TPEOOBAHUSM.
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8 Cdepsl oTBeTcTBeHHOCTH 32 Oe3omacHOCTh I1/[H

OTBETCTBEHHBIM 3a pa3pabOTKy Mep M KOHTPOJb HaJa obecredeHuemM
0€30MacHOCTU TMEPCOHAIBHBIX JTAHHBIX SIBISIETCS PYKOBOJCTBO « » « ».
PykoBoguTenr MOXXET AeNerupoBaTh 4YacTh IOJHOMOYHMA TIO OOECIEYEHUIO
0€30MaCHOCTH MEPCOHATBHBIX TaHHBIX.

Cdepa  OTBETCTBEHHOCTHM  PYKOBOIMUTENS  BKJIIOYAET  CIEIYIOLIUE
HarpaBJieHus o0ecnieueHus: 6ezonacHoctu [1]1H:

* [InanupoBaHue U peanuzaiusa Mep 1o oobecnedeHuto 6ezonacuoctu [1/1H;

*  Amnanus yrpo3 6e3onactoctu [1]1H;

* Pa3paboTky, BHeOpeHHE, KOHTPOJb WCIOJHEHUS W TOAJACPKaHHUE B
aKTyaJlbHOM COCTOSIHUM TOJIMTHK, PYKOBOJICTB, KOHIIEMIMH, MpOUEyp,
pEriiaMeHTOB, WHCTPYKIUMH W JAPYIHMX OPraHU3AIMOHHBIX JIOKYMEHTOB IIO
obecrieueHunto 0e30MacHOCTH;

*  OOyuenue u napopmupoBanue noiaszopareneit UCIIIH, o mopsake paboThI C
[TJI1 1 cpeacTBaMu 3alUTHI;

* IIpenotBpaieHue, BBIABICHHUE, PEAaTHPOBAHUE U PACCIIEAOBAHUE HAPYIICHUIN
oe3omacuoctu [1]1H.

[Ipu B3auMOAECHCTBUU CO CTOPOHHUMH OPTaHHM3AIUSMU B CIydasx, KOrnaa
COTPYJIHUKAM ITHX OPTaHMU3AIMHA MPEeIOCTABIACTCA AOCTYN K OOBEKTaM 3aIUThI
(pazgen 3), ¢ ’TUMU OpraHU3aALUSIMU JOJIKHO ObITh 3aKiatoueHO «CornaiieHue o
KOH(UIeHIHATbHOCTHY, JMbo  «Corjamenue o0  COOJIOJEHUH  pexuma
oe3onacHoctu [1/n npu Beimonnenun pad6otr B UCIIn». IloaroroBka TUHOBBIX
BAPUAHTOB 3THUX coramieHui ocymectsiusercsa opuctamu OO0 «AnbsHCY.
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9 Moaeb HApymuTe/Is1 6€30MaCHOCTH

[Ton napymmrenem B OOO «AnbsSHC» TOHUMAETCS JIMIO, KOTOPOE B

pe3yJbTaTe YMBIIUICHHBIX MM HEYMBIIIUICHHBIX JCHCTBUM MOXKET HAHECTH YIIEpO
00BEKTAM 3aIlUTHL.
Bce mapymmrenu aenstcst Ha 1B TPYIIIHL:

BHEILIHUE HAPYIIUTEIN — PU3NYECKHE JIMLA, HE UMEIOIINE MpaBa NpeObIBaHUS
Ha TEPPUTOPUU KOHTPOJIMPYEMOU 30HBI, B IPEAENIaX KOTOPOW pa3MeIaeTCs
obopynoanue UCIIJIH, a Takxke xpansarcs [1JIH Ha OyMaKHBIX HOCUTENSAX;
BHYTPEHHHE HapyUIUTENIN — (PU3UUECKUE LA, UMEIOLIUE TPaBO NpeObIBaHUS
Ha TEPPUTOPUU KOHTPOJMPYEMOU 30HBI, B MPEAENIaX KOTOPOU pa3MeEIaeTCs
obopynoanue UCII/IH, a Takke xpanarcs [1/H Ha OyMaXKHBIX HOCUTEIISX.
Knaccudukanus  Hapymwureneid  mpencraBieHa B Mogenun  yrpo3
0€30MacHOCTH MEePCOHANIBHBIX JIAHHBIX.
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10 Mopaeab yrpo3 6e30nmacHOCTH
Hna HCIIa OOO «ANbsSHC» BBIACIAIOTCS CIECAYIONIME OCHOBHBIE

KaTeropuu yrpo3 0€30MacHOCTH MEPCOHAIBHBIX TAHHBIX:

YTpo3bl OT yTEYKH 110 TEXHUYECKUM KaHaJlaM.

VYTpo3bl HECAHKIIMOHUPOBAHHOTO JOCTYNa K HHPOPMAIHH.

Yrpo3sl YHHUTOXKEHUS], XulieHus: annapatabix cpeacts MCIIH HocuTeneit
uH(popmauu nyrem pusnyeckoro gocryna k anementam UCII/IH.

Yrpo3sl XULIEHNUS, HECAHKIIMOHUPOBAHHOU Moau(pUKaAIUH 15810
OJloKMpoBaHUs HMH(QOpPMAlMU 32 CYET HECAHKIMOHHWPOBAHHOIO JOCTyIa
(HCH) c mpumeHeHueM MporpaMMHO-aNnapaTHbIX U MPOTrPaMMHBIX CPEICTB
(B TOM 4mCIe MPOTPaMMHO-MaTEMAaTUYECKUX BO3JEHCTBUN).

Yrpo3el HE NPEIHAMEPEHHBIX JEHCTBUM II0Jb30BATEIIEH W HApPYLICHUU
oe3onacuoctu GyukimonupoBanus VUCIIIu u C3II[n B ee coctaBe mu3-3a
c00eB B MPOrpaMMHOM OOECIIEYEHUH, a TAKKE OT yIpo3 HEAHTPOIOTEHHOTO
(cOoeB  ammapaTypel  HW3-3a  HEHAJEKHOCTH  DJEMEHTOB,  cOOEB
ANEKTPONUTAHUS) U CTUXUUHOTO (YIAapOB MOJIHUI, MOXKAapOB, HABOJHECHUI U
T.I1.) XapakTepa.

YTpo3sl IpeTHAMEPEHHBIX I€UCTBUN BHYTPEHHUX HAPYILIUTEICH.

YTpo3bl HECAHKIIMOHUPOBAHHOIO TOCTYyNA IO KaHAJIAM CBSI3H.

Onucanue yrpo3, BEpOSITHOCTh UX pealiu3allii, OMACHOCTh U aKTyaJIbHOCTh

npeAcTaBiieHbl B «Mojenu yrpo3 0€30MacHOCTH TMEpPCOHAIbHBIX JIAaHHBIX B
NCIITTa».
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11 Mexanu3m peaausanun Ilosio:xxenus
Peamuzamua  [losioskeHUsT  JOJDKHA ~ OCYIIECTBIISITBCA  HA  OCHOBE

IMCPCIICKTUBHLBIX IIPOI'paMM H ILIAaHOB, KOTOPBIC COCTABJIAIOTCA Ha OCHOBAHHUH U BO
HCIIOJTHCHHUC:

dbenepanbHBIX  3aKOHOB B oOimactu  obOecrieueHus HWHGOPMAIMOHHON
0€30IacHOCTH U 3alIUTHl HHPOPMAIIH;

nocraHosieHni [IpasurensctBa Poccuiickont denepanuu;

PYKOBOJAILMX, OPraHU3alMOHHO-PACHIOPAIUTENBHBIX W METOAMYECKHUX
nokyMeHToB @CTOK Poccuu;

norpebnocreit UCII[lH B cpenctBax  obecnieyeHusi  0€30MaCHOCTU
uH(popMaIuu.
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12 Tlopsinok padoThl € NEPCOHATBLHBIMY JAHHBIMHA COTPYIHHUKOB
Oo6s13aHHOCTH padoToaaTes

B nensax ucnonHeHus TpeboBaHUM 3akoHomaTeabcTBa P® mpu obpaboTke
NEPCOHATBHBIX JaHHBIX, BCE PAOOTHUKU YUYPEKICHHUS JOJDKHBI HCIIOTHSTH
YCTaHOBJICHHBIN MOPSIOK PaOOTHI:

PaGora ¢ mepcoHalbHBIMU JAHHBIMH PAOOTHUKOB JIOJDKHA HE HapyIlaTh
TpeOOBaHUI 3akOHOAATENbCTBA P® U JOKaJbHBIX HOPMATHMBHBIX AaKTOB
OpraHu3alliu, ¥ JOJDKHA OBITh HEMOCPEACTBEHHO CBSA3aHA C OCYIIECTBICHUEM UMU
CBOUX TPYJIOBBIX (yHKIIHA.

[Ipu cbope n 006paboTKe MEePCOHANBHBIX JAHHBIX PA0OTHUKA pabOTOATENb
IoJbKeH pykoBoacTBoBaTbesi Koncturyuumein P®, TpynoBeiM koaekcom PD u
WHBIMU (peiepaIbHBIMU 3aKOHAMU.

[lepconanbHble AaHHbIE PAOOTHUKOB JOJDKHBI OBITh TMOJYYEHBI TOJIBKO
HEIOCPEACTBEHHO y Hero. Eciam s oOpaboTKM €ro JaHHBIX WM HUX MOJy4YeHUS
NPUBJICKACTCA TPEThH JIMIIA, TO PAOOTHUK JODKEH JaTh IIPEABapUTEIBLHOC
NUCbMEHHOE corjacue Ha 5To. OJHOBpEeMEHHO paOOTHUK JIOJDKEH OBITh
YBEJOMJICH O TIeysiX cObopa mH(popmaIuu, UCTOYHUKAX €€ TOJYyYCHHUs, a TaKKe O
MOCJICJICTBUASIX OTKa3a OT TPEIOCTABICHUS IHUCHMEHHOTO COIJIachs Ha cOop
uH(popmanuu.

[lepconanbHbie JaHHBIE PAOOTHUKA O €ro MOJUTHUYECKUX, PEIIUTUO3HBIX U
UHBIX YOEXIEHUSIX, YACTHOM >KW3HU, a TAKXKE UJICHCTBE B OOIIECTBEHHBIX U
po(COIO3HBIX OpraHU3alMsIX HE TMOJIeKAT COOpYy OpraHu3aluen, €Ciiu UHOE He
PEAYCMOTPEHO 3aKOHOATEIHLCTBOM.

3ammTa TEPCOHAIBHBIX JAaHHBIX paOOTHHUKA JOJDKHA OOECIeYnBaThCS
MOJTHOCTBIO 3a CUET paboTOoaaTes.

YupexaeHue npu npueMe Ha paboTy, a TakkKe IMPH JIFOOBIX M3MEHEHHUSIX
npaBUJl padOThl ¢ MEPCOHAIBHBIMU JAaHHBIMU 005S3aHO MUCBMEHHO 3HAKOMHUTH C
HUMU BCEX paOOTHUKOB.

YupexaeHue He UMeeT MPpaBo MPUHYXKIaTh paOOTHUKOB K OTKa3y OT CBOMX
IpaB Ha 3alIUTy NEPCOHABHBIX JAHHBIX.

O0s13aHHOCTH pa0OTHHUKA
PaboTHuk 00s13aH:
[lepenates paboTomaTento BCe TEpPCOHANBHBIC JaHHBIC, YKa3aHHBIE B
COOTBETCTBYIOIIUX JTOKyMEHTAX.
B ycraHoBiieHHBI MpaBWJIaMHU CpOK cooOuiaTh padoroparento 00
M3MEHEHUU CBOUX MEPCOHAIBHBIX TAHHBIX.

IMepenaya mepcoHATBHBIX JTAHHBIX
st opraHuzanuu Tepeaadd (pacrnpocTpaHEHHUs) MEePCOHATBHBIX JIaHHBIX
COOJIIOAAIOTCS CIEAYIOLIUE YCIOBHUS:
) bepercs muceMeHHoe coryiacue paboTHHWKA Ha 00pabOTKYy NEpPCOHATBHBIX
JAHHBIX, Pa3pPENICHHBIX IS PAaCIPOCTPaHECHUS, OPOPMIISETCS OTIASITHHO OT
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JIPYTUX corjacuii Ha 0OpabOTKy €ro MepCOHANbHBIX JaHHBIX. [lpu »TOM
COONIONIAlOTCST  YCJIOBUS, MPEAyCMOTpPEHHble, B yacTHocTH, cT. 10.1
®denepanbHoro 3akona ot 27.07.2006 N 152-®3 "O nepcoHaIbHBIX JaHHBIX".
TpeGoBanuss K  COACP)KAHUIO TAKOTO  COTJIACUS  YCTaHABIIUBAIOTCS
YIOJHOMOYCHHBIM OPTaHOM TI0 3alllUTe MpaB CyOBEKTOB MEPCOHAIBHBIX
JTAHHBIX.
[TuceMenHOe cornacue Ha 00pabOTKy MEPCOHANBHBIX JaHHBIX, Pa3peIIEHHbIX
JUISl paclipoCTpaHeHus, pabOTHUK NMpeaocTaBisieT PaboToaaresnto JTU4HO.
Paboronarens 00s3aH He MO3AHEE TpeX pabOUUX JHEH ¢ MOMEHTA MOJy4YeHUs
YKa3aHHOT'O COTJIACHs OMyOJIMKOBAaTh UHGOPMAIHIO 00 YCIOBUAX 00pabOTKH,
0 HAJIMYUU 3aMPETOB U yCIOBUN Ha 00pabOTKYy HEOTpaHUYEHHBIM KPYTOM JIULL
NEPCOHANBHBIX JJAHHBIX, Pa3pPEIICHHbBIX JIJIsl PACHPOCTPAHECHHUS.
Cornacue Ha 00paOOTKYy TEPCOHANBHBIX JIaHHBIX, pa3pelICHHBIX IS
pacmpocTpaHeHus, MpeKpallaeT CBOE JEUCTBHE C MOMEHTa IOCTYIUICHUS
PaGoTonarento TpeboBanumsl.

[Ipu ocymiecTBIeHUU TepeAadyd TEPCOHANBHBIX JaHHBIX PaOOTHUKOB

TPETHUM JIUIIaM paboToAaTeNb O0SI3aH:

) HE COOOLIaTh NEPCOHAIbHBIE JaHHble 0€3 MOJIYyYEeHHOrO0 MHUChMEHHOTO
corjacusi paOOTHUKA, KpOME€ CIlydyaeB, KOrjJa Takhe OO0S3aHHOCTU
YCTaHOBJIEHBI 3aKOHOJATEIbCTBOM,;

HE IepefaBaTh MEPCOHANbHbIE JaHHbIE PA0OTHHKA [JISl WCIOJNb30BaHUSA B
KOMMEPYECKHUX LEIISIX;

TpeOOBaTh OT TPETHUX JHI] COOIO/IEHUS MPaBWI pabOThl C MEPCOHATBHBIMU
JAHHBIMHU, a TaKXXe TNPEJOCTABICHUS THUCbMEHHOTO TOATBEPKIACHUS
UCIIOJIb30BAaHUSl TEPCOHANIBHBIX JIaHHBIX B TIOPAJIKE, TPETyCMOTPEHHBIX
HACTOSIIIIMM TOJI0KEHHUEM O 3alTUTE MePCOHATBHBIX JaHHBIX;

JaBaTh JIOCTYNl K TI€PCOHAJIBHBIM JaHHBIM TOJBKO JIUIAM, HWMEIOIIUM
COOTBETCTBYIOIIMI JTOMYCK M HKCIOJB3YIOUIUX WX TOJBKO MJI BBIIOJIHEHUS
KOHKPETHBIX ITIOJIJHOMOYH;

HE HCTpeOOBaTh HMHPOPMAIMIO O COCTOSHUHM 3J0pOBbs pabOTHHKA, 3a
UCKJIIOYEHUEM JIaHHBIX, KOTOpPbIE MOTYT TIOBIUATH Ha HCIOJHEHUE
pabOTHUKOM CBOUX TPYJIOBBIX 00S3aHHOCTEH.

3ammTa NepcoOHANbHBIX JAHHBIX PA0OTHUKA

B pamkax peanusanuyd IyHKTOB Hacrosmiero IlomoxkeHuss o 3amure
TIEPCOHAJILHBIX JIAHHBIX PAa0OOTHUKOB, PYKOBOIUTEb YUPESIKICHUS H3aCT IIPHUKA3 O
HA3HAUYCHWM JIMIla, OTBETCTBCHHOrO 3a COOJIOJICHHE TopsjaKa paboThl C
TIEPCOHAJLHBIMU JaHHBIMH PaOOTHUKOB, Ha KOTOPOM JICXKAT BCE OOSA3aHHOCTH I10
obecrieueHN0 KOHPUACHIINATLHOCTH MOJYYSHHBIX JaHHBIX, a TAaK)KEe OpraHu3aIun
paboThI C HUMH.

Ilepemaua wHGOpPMAIIMKM TTPOUCXOIUT TOJIBKO B IMMCHMEHHOM BHJIE. 3alpoc
JOJKEH OBITh CIENAaH B MHUCHbMEHHOM BHJIC C YKAa3aHHEM BCEX PEKBU3HUTOB JIMIIA,


https://login.consultant.ru/link/?req=doc&base=LAW&n=439201&date=04.07.2023&dst=34&field=134

35

3anpamuBaoliero uHpopmanu. OTBET NOJDKEH OBITH chenaH Ha (pUpMeHHOM
OJlaHKe YUYPEKJICHUS M OTIpPaBIEH JUOO KypbepCKOW CIy>kK00i, THOO0 3aKa3HbIM
MUCHEMOM.

Bce momyueHHble mepcoHaNbHBIC JaHHBIC JOJKHBI XPAHUTHCS B MECTE,
UCKJTIOYAIOIIEeM HECAHKITMOHUPOBAHHBIX JIOCTYT TPETHUX JIHII.

DNEeKTpOHHBIC HOCHUTENW WHGOPMAIMKM, JOJDKHBI OBITh  3aIlIUIICHBI
KpUTNITOTpadhUuEeCKUMH CPECTBAMH 3AIIUTH HH(GOPMAIIHH.

OTBeTCTBEHHOCTD 32 pa3rJialieHne MHPOPMaNu, CBA3AHHOM ¢
NEPCOHAJILHBIMHY IAHHBIMH PA0OTHUKA

JIuma, mpu3HaHHBIE BUHOBHBIMU B HapyUICHUU TPEOOBAHHUI HACTOSIIETO
[Tonoxenuss o 3amIUTe MEPCOHAIBHBIX JAHHBIX PAOOTHUKOM, MPUBJICKAIOTCS K
JUCHUIUIMHAPHON, AJMHHUCTPATUBHOW, TI'PaXKIAHCKO-IIPABOBOM U  yTOJIOBHOU
OTBETCTBEHHOCTH, B MOPSAKE, NPEAYCMOTPEHHOM 3aKOHOAATENBCTBOM PO wu
JIOKAIbHBIMA HOPMATHUBHBIMU AKTAMMU.



36

13  Ilopsinok padoThl ¢ MEPCOHAIBHBIMU JAHHBIMUA KOHTPATCHTOB M
a0OHEHTOB

IHHopsinok mosyyeHuss 1 00padOTKH NMEPCOHAIBHBIX JaAHHBIX
KOHTPareHTOB U A00HEHTOB

ITon  oOpabGotkoit  II/lH  moHMMaeTcs  mMOJy4YeHUE,  XpaHEHHUe,
KOMOMHUpPOBaHUE, Mepeaya Wik JiIo0oe Ipyroe HCHOJIb30BaHUE MEPCOHATBHBIX
JAHHBIX KOHTPAreHTOB U aOOHEHTOB.

PaboTa ¢ nepcoHanbHBIMU JaHHBIMH KOHTPAareHTOB U a0OHEHTOB JIOJKHA HE
HapymaTh TpeOOBaHUI 3aKOHOaTeIbCcTBa PD 1 JOKaNbHBIX HOPMATHUBHBIX aKTOB
OpraHHU3alNH.

Hcnonb3oBaHre NMEPCOHATBHBIX JAHHBIX BO3MOYHO TOJBKO B COOTBETCTBUU
C UEISIMH, ONPENESIUBIIMMHU HMX MojydyeHue. IlepcoHanbHble AaHHBIE HE MOTYT
OBITh UCITOJIb30BAHBI B LIEJISIX TPUUYMHEHUS UMYIIIECTBEHHOTO U MOPAJIbHOTO Bpea
rpakJaHaM, 3aTpyAHEHHUs pealu3aluuu IpaB U cBoOO TrpaxiaH Poccuiickoi
benepanuu.

[Topsimox 00paOOTKK MEPCOHATBHBIX JAHHBIX Ha OyMaXXHBIX MaTepHATbHBIX
HOCUTEJSX perjaMeHTUpoBaH «WHCTpyKiMed 10 XpaHEHUIO TMEPCOHATBHBIX
JAHHBIX Ha OYMaXHBIX HOCUTENAX U TMOPSAIAKY padOThl HUCIOJHUTENICH ¢
NEPCOHATBHBIMU  JTAHHBIMU HAa  OYMaXXHBIX  HOCHUTENAX  HH(POpMALUNY,
YTBEPKIAECHHON PYKOBOAUTEIEM.

OO6paboTka NEPCOHAIBHBIX TAHHBIX B aBTOMAaTH3UPOBAHHBIX
UH(OPMAITMOHHBIX CUCTEMaX OCYIIECTBIISIETCS] HA OCHOBAHUHU PsiZia YTBEP>KICHHBIX
PYKOBOJMUTENIEM HWHCTPYKIUH, PErIaMeHTHUPYIOMUX O00paboTKy MepCOHATbHBIX
naaubix B UCITH.

JocTyn K nepcoOHAJIbHBIM JAaHHBIM

BuyTpennuii poctyn (AocTyn BHYTPM OpraHM3alldd) —OINpeAeseTcs
IIEPEYHEM JIML, UMEKIIHUX JOCTYIl K IEPCOHAIBHBIM JAHHBIM KOHTPAareHTOB U
aOOHEHTOB, ONPEEINAETC IPUKA30M PYKOBOIUTEIS.

Buemnuit gocryi:

K 4uciny MaccoBelx moTpeOuTENnedl NEpCOHAIBbHBIX  JIAHHBIX  BHE
OpraHM3ali MOKHO OTHECTH TOCYJIapCTBEHHbBIC (DYHKIIMOHAJIbHBIE CTPYKTYpBI:
HAJIOrOBBIE HWHCIIEKIMM, IPAaBOOXPAHUTEIIBHBIE OpraHbl, OPraHbl CTATHUCTHKH,
BOCHKOMATBI, OpraHbl COI[MAJIBHOTO CTPAaXOBaHHSA, NEHCHOHHBIE (DOHIBI,
N0/Ipa3/ieJICHUs] MyHUIMIIAIbHBIX OPraHOB YIIPABJICHUS;

Han30pHO-KOHTPOJIbHBIE OpPraHbl UMEIOT AOCTYN K MH(POPMAIMU TOJBKO B
chepe cBoeH KOMITETCHIIUH.
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IIpaBa 00513aHHOCTH ¥ OTBETCTBEHHOCTH Cy0OhEKTA MEPCOHATbHBIX
TaHHBIX

3akperuieHue npaB CyObeKTOB NEPCOHABHBIX JaHHBIX, PETJIaMEHTHPYIOIINX
3alIUTY €ro MEepPCOHANBHBIX JaHHBIX, OOECIEeUMBAET COXPAaHHOCTb IMOJHOM U
TOYHOW WH(OPMAITUHU O HEM.

B memsx 3amuThl NEPCOHAJBHBIX JAHHBIX KOHTPAreHThl (3aKOHHBIC
NpEeACTAaBUTEIIN ) UMEIOT MPaBo:

- TpeOoBaTh WCKIIOYCHHS] WM WCHPABICHUS HEBEPHBIX, WM HEMOIHBIX
NIEPCOHANIBHBIX JTAHHBIX, CBOOOHBIN OeCIIaTHBIA JOCTYN K CBOMM MEPCOHATIBHBIM
JNAHHBIM, BKJIIOYas MPaBO Ha IIOJIyYEHHUE KONMU HOBOW 3alMCH, COIEpKAlIEH
NIepCOHANIbHBIC TAHHBIC;

- OMpEAeNsATh CBOMX MPEICTABUTENCH IJsl 3aIUThl CBOMX IEPCOHATBHBIX
JAaHHBIX Ha COXPAHECHHE U 3aIUTY CBOCH JTMYHOMN TalHBI.

IIpaBa 00513aHHOCTH ¥ OTBETCTBEHHOCTH OMEPATOPA MEPCOHATBHBIX
TaHHBIX

[lepconanbHass OTBETCTBEHHOCTh - OJHO M3 TJABHBIX TpeOOBaHUHN K
opranu3anuu QyHKIMOHUPOBAHUS CUCTEMBI 3alUTh IEPCOHAIbHOM HH(bOpMaLUu
U 00s3aTeNbHOE yCIoBHE oOectieueHust 3PHEKTUBHOCTH 3TON CHCTEMBI.

Opuanueckue wu (Qusuyeckue WA, B COOTBETCTBUHM CO CBOUMU
NOJTHOMOYMSIMH, BIIJCIONMe HHPOpMaIMe O TpakaaHax, MOMyJarollue u
UCTIONB3YIOIIHNE €€, HECYT OTBETCTBEHHOCTh B COOTBETCTBUU C 3aKOHOIaTEIHCTBOM
Poccuiickoii denepanuun 3a HapyllIeHUE peXxuMa 3allUThl, 00pabOTKK U MOPSIKA
UCTIOJIb30BaHUS 3TON HHPOPMAITIH.

PykoBomuTenb, paspemaromuid  IOCTYN COTPYAHHMKA K JIOKYMEHTY,
CoJiepKalleMy TepCOHAIbHBIC CBEACHUS KOHTPAreHTOB M aOOHEHTOB, HECeT
NIEPCOHAIbHYIO OTBETCTBEHHOCTH 32 JJAHHOE pa3pelieHue.

Kaxaplii cCOTpyAHHK OpraHW3aIliy, MOJyYarolmuil Uit pabOThl JOKYMEHT,
COJIeprKallliil MepcoHaJbHbIE JaHHbIC, HECET €JUHOJIUYHYI0 OTBETCTBEHHOCTH 3a
COXPAaHHOCTb HOCUTEJI U KOHPUACHIINAIbHOCTh HH(OPMaLIUK.

JIOMyCK K NEepCOHANBHBIM JaHHBIM KOHTPAareHTOB M a0OHEHTOB JPYTrHX
COTPYJIHHUKOB pabOTOaTENs, HE UMEIOIIUX HaAeKaluM 00pa3oM 0pOpMICHHOTO
J0CTyTa, 3aMpeIaeTcs.

[lepenaua (0OMEH U T.J1.) IEPCOHAIBHBIX JAHHBIX MEX]Y MOAPA3ACICHUIMU
OCYIIECTBIISIETCS. TOJMBKO MEXIy COTPYAHHKAMH, HMEIOIIUMUA JOCTyH K
NIEPCOHAIBHBIM JTAHHBIM KOHTPAreHTOB U AOOHEHTOB.

3a HEUCHOJHEHWE WM HEHaJAJIeKalllee HCIOTHeHHEe PabOTHHKOM IO €ro
BUHE BO3JIOKEHHBIX Ha HETO OOS3aHHOCTEH MO COOIOJCHUIO yCTaHOBJICHHOTO
nopsifika pabOThl CO CBEIEHUSMU KOH(PHUICHIIMATBHOTO XapakTepa paboTojaTeins
BIIpaBe MPUMEHATH MpeaycMoTpeHHbIe TpymoBbeiM KomekcoM muCIUTUTMHAPHBIC
B3BICKAHUSI.
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14 OcobennocTn 06paboOTKH NEPCOHAIBHBIX JAHHBIX 0€3 HCI0Ib30BAHMS
CpeACTB aBTOMATH3AIUM
[Tpu HEAaBTOMATU3UPOBAHHOM 00paboTKe pa3IMYHBIX KaTeropui
NEPCOHAIBHBIX JAHHBIX JIOJDKEH UCIOJIb30BAThCS OTHAEIbHBIA MaTepualbHbIN
HOCUTENb IS KQXJ0 KaTeropuu NePCOHANIbHBIX JTaHHbIX.
[Ipy HeaBTOMATU3UPOBAHHOW O00PAOOTKE NEPCOHANBHBIX JAHHBIX Ha
_OyMa@KHBIX HOCUTEIISX:

HE JolycKaeTcs: (ukcaluus Ha OJTHOM OyMaXHOM HOCHUTEJIE
NEPCOHANBHBIX  JAHHBIX, LeIM  OOpabOTKM  KOTOPBIX  3aBEAOMO
HECOBMECTHMBI;

NepcoHaIbHbIE JaHHBIE JOJDKHBI 000COONATHCS OT HMHOW MHMOpMaLUH, B
JACTHOCTH MyTeM (UKCAIMM WX Ha OTICIBHBIX OyMaKHBIX HOCUTENSAX, B
CIICIMAJIBHBIX pa3ziefiax WM Ha noJisax GopM (0J1aHKOB);

JIOKYMEHTBI, COJIepXKaIllie MepCOHANbHbIE aHHbIE, JOPMUPYIOTCS B Jeia

B 3aBUCUMOCTH OT 111 00pabOTKH NMePCOHAIBHBIX TaHHBIX;

Jena ¢ JOKyMEHTaMH, COJIepKalllUMH TIE€pPCOHAJIbHBIC JaHHBIC, JOJIKHBI

UMETh BHYTPEHHHE OMNHUCH JIOKYMEHTOB C yKa3aHHeM IeJdu 00pabdoTKu U

KaTerOpUU MEePCOHATIbHBIX JIAHHBIX.

JIOKyMeHTBI (HOCHUTETH uH(popMaIumn), CoAepkKalfe MepPCOHATBLHbBIE
JAaHHBIC, JODKHBI XPAHUTHCS B CIIYXKEOHBIX MOMENICHUSIX B HAJACKHO
3amupaeMbIX U OrevaTbiBaeMbIX mikadax (ceidax).

YHUYTOKEHNEe WM O00C3TUYMBAHUE YaCTH MEPCOHAIBHBIX JAHHBIX, CCITH
3TO JOMYCKACTCS MaTepUATbHBIM HOCHUTEJIEM, MOXKET IPOU3BOAUTHCS CIIOCOOOM,
UCKJTIOUYAIOIIUM JalbHeHIIy0 00paboTKy 3THX NEPCOHANBHBIX JAHHBIX, C
COXpaHECHUEM BO3MOXKHOCTH OOpaOOTKHM WHBIX JaHHBIX, 3a(UKCHPOBAaHHBIX Ha
MaTepHaJIbHOM HOCHUTEIE.

[Tpu HECOBMECTUMOCTH IieJied 00pabOTKH TMEpPCOHANBHBIX JaHHBIX,
3a(UKCUPOBAHHBIX HAa OJHOM MAaTepUAIbHOM HOCUTEJIE, €CIM MaTepHaTbHBIN
HOCHUTEIIb HE  TO3BOJISIET OCYHICCTBIISITH  OOpaOOTKY IMEPCOHAIBHBIX JAaHHBIX
OTJIETTLHO oT Ipyrux 3adUKCHUPOBAHHBIX HA  TOM KE HOCHTEIe
MEPCOHANBHBIX JTaHHBIX, JOJKHBI OBITH TPUHSATHI MEpBl MO O0ECTICYCHHIO
pasnenpHO  00pabOTKH MEPCOHATBHBIX JaHHBIX, B YACTHOCTH:

npu HEO0OXOTMMOCTH WCIIOJIb30BAHUSI WM  PaCIPOCTPAHCHUS

OTIpEJICTICHHBIX MEPCOHAIBHBIX JAHHBIX OTACIBHO OT HAXOAAIIMXCS Ha

TOM  JK€ MaTepuaJbHOM HOCHTENIe  APYIHMX  IEPCOHATbHBIX TaHHBIX

OCYLLIECTBIISIETCS KOITMPOBAHUE TIEPCOHATBHBIX JAHHBIX, MOJJIEHKAIINX

pacmpoCTpaHEHUI0  WJIM  MCHOJB30BAHMIO, CIOCOOOM, HCKIIIOYAIOIIUM

OJIHOBPEMEHHOE KONUPOBAHHE TICPCOHAIBHBIX JIAHHBIX, HE TMOJJICHKAIINX

pacrpocTpaHEHHUIO u UCIIOJIb30BAHUIO, W UCIIOJIb3YETCs

(pacripocTpaHsieTcs) KOs MePCOHAbHBIX JIAHHBIX;

npu  HEOOXOJAMMOCTM  YHUYTOXKEHHUS ~ WIM  OJIOKUPOBAaHUS  4YacTu

MEPCOHANBHBIX JIAHHBIX YHUYTOXKAETCA WU  OJIOKHPYETCS MaTepUaTbHBIN

HOCHTEIIb C TpeABapUTEIbHBIM KOITMPOBAaHUEM CBEJCHHM, HE

MOJJICKAIMX ~ YHUYTOKEHUIO Wi OJIOKUPOBAHUIO,  CIIOCOOOM,
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VCKJIIOYAIOIIUM OJHOBPEMEHHOE KOINHMPOBAHUE IIEPCOHAIBHBIX JAHHBIX,

MOJICKAIIMX YHUUTOXKEHHUIO WU OJIOKUPOBAHUIO.

YTouHEHHE TEPCOHATBHBIX JAaHHBIX MPH OCYIIECTBICHUU HX O00pabOTKH
0e3 WCIOJb30BaHUSI  CPEJCTB  aABTOMATU3AIMH  MPOU3BOIUTCS IyTEM
OOHOBJICHUSI WJIM W3MEHEHHS JaHHBIX HAa MaTepUaJIbHOM HOCHUTENE, a €Clu
9TO  He JOIMYyCKAETCsl TEXHUYECKHUMH  OCOOCHHOCTSMHU  MaTepUaIbHOTO
HOCUTENS, NyTeM (UKCAlUM HAa TOM >K€ MaTepUalbHOM HOCHUTENIE CBEIACHUM
O BHOCHMBIX B HHMX M3MEHEHUAX JMOO MyTEM HU3TOTOBJICHHUS  HOBOIO
MAaTEpPUATBLHOTO HOCUTENS C YTOYHEHHBIMU TME€PCOHAJIBHBIMHU JTAHHBIMH.

OO0paboTKa MepCOHABHBIX JAHHBIX, OCYIIECTBIsieMass 0€3 HCIOIb30BaHUS
CPEICTB aBTOMATHU3allMHU, JOJDKHA OCYIIECTBISITBCS TakuM 0O0pa3oM, 4yTOObI B
OTHOUIEHUU KaXJIOM KaTeropuH NEPCOHAIBHBIX TaHHBIX MOXKHO ObLIO ONpPENeTUTh
MECTa XpaHEHUsi TEPCOHAJIbHBIX JAHHBIX (MaTepUalbHBIX HOCUTENEH) U
YCTaHOBUTH MEPEUYCHB JIUII, OCYIIECTBISIOMUX 00pabOTKY NMEePCOHATBHBIX JaHHBIX
100 UMEIOIIUX K HUM JIOCTYII.

[Ipu xpaneHnn MaTepuaIbHBIX HOCUTENICH JTOJDKHBI COOMIONATHCSA YCIOBHS,
00€eCIeunBaOIINEe COXPAHHOCTh MEPCOHAIBHBIX JAHHBIX M  HCKIIOYAIOIINE
HECAHKI[MOHUPOBAHHBIA K HHUM JIOCTYIl. XPaHEHUE IMEPCOHAIBHBIX JTaHHBIX
(MaTepuambHBIX HOCHUTENEH), 00paboTKa KOTOPHIX OCYIIECTBIISCTCS B PA3TUIHBIX
LEJSX JOJKHO OBITh Pa3eIbHBIM.
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15  Osxupaemslii 3¢ dext ot peanusanuu Ionoxenns

Peanuzanus Ilonoxenus 6e3omacaoctu [1J1a 8 UCIIIH 1o3BOIHUT:

OIICHUTHh cocTosHue Oe3omacHoct uHGopmanuu MWCIIJIH, BBISIBUTH
UCTOYHUKM BHYTPEHHUX U BHEIIHUX yrpo3 HHPOPMAIMOHHON 0€30MacHOCTH,
ONPEIEINTh NPUOPUTETHBIE HAINPABICHUS MPEAOTBPALICHUS, OTPAXKEHUS U
HEUTPAIN3ALUU 3TUX YIPO3;

pa3paboTaTh pacloOpsAUTENbHbIE U HOPMATUBHO-METOJUYECKUE TOKYMEHTHI
npumennuTensbHo K MCI/IH;

npoBecTH knaccudpukanuio u ceprudukannro MCIT/IH;

IPOBECTH OPraHU3alMOHHO-PEKUMHBIE U TEXHUYECKHE MEPONPUSITHS 10
ob6ecneyenuto 6e3onacHoctu [1/1n B UCII/IH;

o0ecreunTh He0OXOAUMBIA YPOBEHb 0€30MaCHOCTH OOBEKTOB 3aIlIUTHI;
pa3paboTaTth METOJUYECKUE JIOKYMEHTHI M0 pa3MEelIeHHI0, 000PYI0BAaHUIO U
OXpaHE€ MOMEIIECHHM, TIe XPaHATCS NEPCOHAIbHBIE NaHHbBIEC, MO XPAHECHUIO
NEPCOHANBHBIX JAHHBIX Ha OYMaXHBIX HOCHUTENSAX M TOPAIKY palOOThI
UCTIOJIHUTENIEH C TEPCOHAIBHBIMUA JaHHBIMH Ha OYMa)KHBIX HOCHTESIX
uHpOopMaIuu.

OcyuiecTBICHNE ITUX MEPONPUATUN 00ECTICUUT CO3AaHNUE SAUHOM,

IEJIOCTHOW M CKOOPJIMHUPOBAHHOM cHCTEMBbl MH()OPMALIMOHHOW OE30MacHOCTH U
CO31aCT YCIOBHS MJIA €€ JAIbHEUIIEr0 COBEPIICHCTBOBAHUS.
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16 Crnucok HCOIB30BAHHBIX HCTOYHHKOB

OcCHOBHBIMH HOPMATHBHO-NIPABOBBIMH " MeTOINYeCKUMH
AOKYMEHTaMH, Ha KOTOPBIX 0a3upyercs HacTosimee Ilooxenne siBJIsIIOTCH:

@enepanbubiii 3akoH ot 27.07.2006 r. Ne 152-®3 «O mnepcoHaIbHBIX
naHHeIX» (manee — D3 «O mnepcoHANbHBIX JAHHBIX)»), YCTaHABIMBAIOIIMI
OCHOBHBIE MPUHIUIBI U YyciaoBus oOpaGotku II/lH, mpaBa, oOsi3aHHOCTH U
OTBETCTBEHHOCTh YYACTHUKOB OTHOILIEHUM, CBSI3aHHBIX ¢ 00padoTkoii I1/[H.

«TpeboBanust K 3alIUTe MNEPCOHAIBHBIX JAHHBIX NHpPU HMX 0O0pabOTKe B
UH(OPMAIIMOHHBIX  CHUCTEMAaxX  MEPCOHANbHBIX  JAHHBIX»,  YTBEPXKIACHBI
[TocranoBnenunem IIpaBurensctBa PO ot 01.11.2012 r. No 1119.

«Ilonoxxenne 00 OCOOEHHOCTSIX OOpPaOOTKM NEPCOHATBHBIX JIAHHBIX,
OCYLIECTBJISIEMON 0€3 HMCHOJB30BaHUS CPEACTB aBTOMATHU3ALMKY, YTBEPKICHHOE
ITocranosnenueM IIpaBurensctBa PO ot 15.09.2008 1. Ne 687.

[ToctanoBnenue IlpaButenbctBa Ne 211 ot 21 mapra 2012 roma «O6
YTBEPXKIICHUU TIEPEeYHsT Mep, HAMpaBICHHbIX Ha O0O0ECeYeHUe BBIMOTHEHUS
o0si3aHHOCTEH, peycMoTpeHHbIX D3 «O nepcoHanbHBIX AAHHBIX» U NPUHATHIMU
B COOTBETCTBMM C HHM HOPMAaTUBHBIMU IIPaBOBBIMH aKTaMHM, OIlEpaTOpaMu,
SIBJISIFOIIIMMUCS TOCYIAPCTBEHHBIMU WM MYHULIMIAIBHBIMU OpPTaHaMM).

«TpeboBanuss Kk  MaTepuajbHBIM  HOCHUTEISIM  OHOMETPUYECKUX
NEPCOHAJBHBIX JAHHBIX M TEXHOJOTHSM XpaHEHUs TAaKUX JaHHBIX BHE
UH(OPMAIIMOHHBIX ~ CHUCTEM  MEPCOHAJIBHBIX  JaHHBIX»,  YTBEPXKICHHbBIC
[TocranoBnenuem IlpaBurensctea PO ot 06.07.2008 1. Ne 512.

HopmatuBHo-mMeToquueckue JOokymMeHThl DenepalibHOM — CHy>KObl 110
TEXHUYECKOMY M DJKCIEpTHOMY KOHTpoJito Poccuiickoit ®enepanuu (nanee -
OCTOK Poccun) nmo obecneuenuto oOeszomacHoctu II/lH mpu ux oOpaboTke B
NCITH:

bazoBasi mojnens yrpo3 0€30MacHOCTH NEPCOHAIBHBIX JAHHBIX TPH HUX
00paboTke B HMH(POPMAIMOHHBIX CHUCTEMax TIEPCOHAIBHBIX JaHHBIX, YTB. 3aM.
nupekropa PCTIK Poccuu 15.02.08 r.

MeTtonuka OIEHKHM yrpo3 0e30macHOCTH WH(POPMAIUU, YTBEPXKICHHAS
OCTIK Poccuu 5 dperpans 2021 roxa.

[Tpuka3z ®CTIK Poccun Ne 21 ot 18 deBpans 2013 roga «O6 yTBepKIeHUH
CocraBa U coiepx’aHusi OPraHU3alMOHHBIX U TEXHUYECKUX MEp MO 00ECIEUEHUIO
0€30MacHOCTH NEPCOHAIBHBIX JAHHBIX NMPU MX 00pabOTKe B MH(OPMAIMOHHBIX
CUCTEMAaX MEPCOHANTBbHBIX JAHHBIX).

[Ipuka3 ®enepanbHoil ciyx0bl Oe3omacHocTu Poccuiickoit denepanuu ot
10 wmrona 2014 1. N 378 «O0 ytBepxkaenun CoctaBa U COACpKaHUS
OpraHU3allMOHHBIX M TEXHUYECKUX Mep 1o olecreyeHuto Oe30MacHOCTH
NEPCOHANBHBIX JaHHBIX MpU HX 00paboTke B HHOOPMAIMOHHBIX CHCTEMaxX
MEPCOHATBHBIX JAHHBIX C UCIOJIb30BAHUEM CPEJCTB KpUNTOrpaduyeCcKon 3aIiuThl
uH(pOpMaIi, HEOOXOIMMBIX JIJIsi BBITIOJIHEHUS YCTaHOBIEHHBIX [IpaBuTEenscTBOM
Poccuiickoii depeparuu TpeOOBaHWI K 3allUTe NEPCOHAIBHBIX JAHHBIX IS
Ka)KJI0T0 U3 YPOBHEW 3aIlMILIEHHOCTI.



